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1. Sample DHEITDUNT
- Sample (235 TelFax TO BRI L TIBZITTE A, 72FL, A—LTOIE
MICBIL TIREZT DL OBNILETH, HRICLVBELTERWEELH Y £TDT
T T TKFEVE T,
- Sample ¥ 7 N OREEDPFER SNIZHEOMCESITH Y T, £72, ZOB#EY 7 o
FERAEICET 2 EMOREFRG L &H D FHAOTEMO EZFHT IV,
* Sample ¥ 7 M, BESFCIREESNTONDHLOTHY . TOMEAMTHEELEOT, WD
PAEDITOER A, 72, AV 7 Mo =7 ORI X 0 EEEITREICA U0 b
BEICHLTH, ZOoFETEADRWLDO L LET,

2. oo rull M

T Are— A4, o A=V ES/ A

S7G2_e2std WIRE NetX 1 | H#t LAN ##i 7= DHCP & | WIRE_DHCP_UDP_RSA ETH
UDP &g D47
Azure RTOS &— RCHEhfE
¥V T 4=V UA(SCET)
Crypto K1 3— RSA #{# | NetX DHCP Client
HL7zHr 7 (e .5y | (@ dhep client0)

UDP i#{5(Client)
(nx_udp_socket ....... )

5 - 1H75(RSA)
(g_sce_rsa_rp_api~=encrypt)
(g_sce_rsa_rp_api->decrypt)
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3. TeaTemPro A A hb—/L

D [lteraterm-4.106.exe] ZHEL TH Vo a— K35,
@PCIZA > A M=V LIATT D
@V TR — FORE

Tera Term: YUTifi-+ SELES COM ?é%%i\
. , , PC T U 7 /13 vl RE
A= o ] O EREBREEN BB,
2 —H(E):
7 —=(D): 8 bit v *o)L | 115200BPS
13 )7 4(A): none v 8bit
AbyEwhS): |1 bit v G n}‘;?e
70 —HIEF): none v 1bit
none
R ERIE
o |zumze) [0 | zumaQL DHFRT D,
Device Friendly Name: :@{S/—F (COM1)
Device Instance ID: ACPI¥PNP0301¥0
Device Manufacturer: (FEZER —H)
Provider Name: Microsoft
Driver Date: 6-21-2006
Driver Version: 10.0.19041 1
IR E
i /]USBi/U77v:>0<
Sk A Z(T): STa—F — X fEAFZ CR =
X ZER: [cR — Ry bEhd
M= D4 Fo 8 AZ(S): E(EM:  [creLF || FrBL ‘”z D %,é'\ 2. 8
BB (5REW) IEREEE= LT T
AL FH) v
dmAID(D): VT100 v Oo—hLTa—L):
AW [ | DE#EWBZVT-TEKIU):
EF-FEK) EFX(8()
SJIS v SJIS v A “[sB
F8HHF) FHH(0D) F ( ‘(B
BFSIE) Ijapanese ‘

TREDRRTECT B
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4. BEhERERR
[EV-SYNERGY-01] ZA#H D84

JTAG

Debugger ‘ -

o

A LAN £t | | DCBV AJJ
> 1.+5V

MP-S7G2-01

| J ‘f

JP5-2
JP6-2 1Al

RS232C 7" —

EV-SYNERGY-01 PC (ot

OPC ¥ L 892 RS232C 7 —7 Ui, il 7 Ar—7)L) THAMRETT,
@QUSB- U 7 WVE r—T Ve S D5A1E. [StarTech.com £ ICUSB232FIN | 4
QBEETHHATE. TREDEHMIZe Y 77,

EV-SYNERGY-xx PC-Windows
DSUB 9pin DSUB 9pin
A F A
1 NC 1 NC
2 RXD ® ® 2 RXD
3 TXD ® ® 3 TXD
4 NC 4 DTR
5 GND & ) 5 GND
6 NC 6 DSR
7 RTS 7 RTS
8 CTS I:I 8 CTS
9 NC [ 9 NC
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[MP-S7G2-01] DOAfERDSEE

RS232C F— h
PC (2#55:

—

A
19bie|

| JP5-1 3]
wodabBas mmm

"ECRED / 3 F : ; . JP6-1 1l

pry¥

MP-S7G2-01

A% LAN B2t

DPC ¥ & a4 2 RS232C 77— 7 /UL, SUWERMETY,
@ TRS232C-Driver| %, TEZ URL ™ RS232CAB4| ZHEEL £,
http/tool-kobo.ddojp/Files/Product/RS232 422/RS232CABhtm

MP-S7G2-01(CN8) PC-Windows
4pin DSUB 9pin
A A AR
1 DC33V ——9 pepmc | 1 NC
2 TXD2 | Diver 2 RXD
3 RXD2 3 TXD
4 GND 4 DTR
H4P-SHF-AA 5 GND
6 DSR
7 RTS
8 CTS
9 NC
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5. [S7G2 e2std WIRE_NetX 1] H> 7L i

W x—oman

5—1. WIRE_DHCP _UDP_RSA ETH] 74 /L 41§ E 7 7 A VA4

S7G2_e2std_WIRE,_NetX 1¥ WIRE DHCP UDP RSA ETH
Debug WIRE DHCP UDP RSA_ | ELF 7 71 /L. JTAG Cf#/H
ETH.elf
WIRE DHCP UDP RSA. | MAP 7 7 A /b, 7 KL AIE#REH
ETH.map
WIRE_DHCP UDP RSA | €Ehue—7—HEX 771 /L
ETH.srec
Z DA HEVERR T 7 AL
Script r7s7g27h3a01cfeld nhr—ya VERT AV
Src Command.c a<y RAJJEDOY TN T 7 A )V
Commandh Command.c i~ % —7 71 )L
udp_cmd._thread_entryc UDP Cmd Thread #-> 7 /V7 7 A )L
wire_dhcp_thred_entryc DHCP client Thread "> 7/V 7 7 1 /L
sce7 rsa sce7_rsa.c RSA OW5 =« 7L 77 7 AL
sce7_rsah sce7_rsac fH~v 2 —7 7 A )L
MPS7G201 | e2pe E2PROM JLHIE ¥ = —/L
(V> Z745E) | e2ph e2pc i~y X —7 7 A )L
led.c LED Yt 2 —/L
ledh ledc I~y X —7 7 A )V
sic2.c U T VAR 2 — L
sci2h sci2e i~y =77 AL
stcharc TSR Y 2 —)
stcahrh stcharc fii~y #—7 7 A /L
synergy_gen Generate 217 9 LA SNLD 7 7 A /L
Synergy Generate #1729 EAERSND 7 7 A /v
synergy_cfg
Configuration.xml 71z bk Generation 7 7 A /L
PIN-MP-S7G2- PIN configuration /i~ 7 1 /L
01.pincfg
WIRE_DHCP_UDP R | Jlink /3w H—H~7 7 A /L
SA_ETH jlink
Z i, HEER T 7 A L
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5—2. Yoo

<WIRE DHCP Thread >
1) DHCPIZ LB IP 7 KL ADEYFESFD
Term [&[[f]
< 1> ["<udp_thread waiting to get IP address>"|
< 2> ["<interface status check>"|
MP Jeiiz 32 L7z EEPROM LW MAC 7 R L A5tk K7 A N2k 95,
< 3> [<Start WIRE NetX DHCP>"|
< 4> M<Wait DHCP State Change>”)
< 5> ["<Start WIRE NetX DHCP>"|
<6 > ["<Wait DHCP BOUND>"] DJEXRAEL L CTHRRT 5,
< IP 7 R ARSI L0 . MP £k o LEDS % led blink thread ¢ 100msec 7 5

2) IP KL AEWHERZ Tem BEiEIZFE R~ T 5,

& COM1 - Tera Term VT

I74ILF) |EE) BTFO) IVRO-IO0) 24VFE2W) ALT(H)
Successful ly assigned by DHCP server(PRI)
[MAC ADDRESS]: 54-10-EC-BB-81-89
[IP ADDRESS J: [192.168.21.35
[Subnet mask]: 255.255.255.0
[MTU size  ]: 1500
[Socket port]: 50001
[DEST IP.adr]: 192.168.21.51 PCHIDTIP 7 KL%
[DEST port J: 50000

<Start NetX DHCP UDP Socket RSA S7G2[Client ]>
{Set [P address>

{UDP socket create>

{UDP socket bind>

{Crypto Driver Oper> Crypto KT A /"—F—F1

Svnergy lol RSA security sample program. for MP-S7GZ Ver.1.00
Copyvright (C) 2023 aone Corporation. All rights reserved.
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<UDP Cmd Thread >
3) A—T= T Ayb—URFIRLTCavy KA,

« UDP Thread ##Eh#%. MP HAk o> LED4 % 100msec 45504

4) o~ ROFHA
(1) 2 (~ I TFavwrR) avwy F—EoFR

COM1 - Tera Term VT
BEE FT(S VRO 942FEowW AlLTH)

(2) sendip GHEELIPT FLRADEGREBM)

<HHe>
< KEE PCHEAD D1 PT RLAZEERT D,

<>
x> sendip 192.168.21.9<J

xxx> sendip<!
[send TP): 192.168.21.51

(3) sendpor t GXEIEAR—FEFORERESH)

<IrE >
< &2 (PCHMAD DOR— "NEEZE2BET 5,

<pi|>
xxx> sendport 50000
x> sendport <J

[send port]: 50000

(4) send CEFNDOHEE)
<HRE>
- (B0 (PCHEMR) (T HERMET D,

<fi>
xxx>send 12345678123456781234567812345678<J
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(5) mode WEET—ROBREELER)
<HRE>
< E(ES (PCHEM) (CFHN AR ET D20 58— REEET 5,

(D<PLAIN> 3L TiHE
@<RSA>IFH% TRSAE— K] THiA(L L CEET D,

<fFil>

s> mode PLAIN
xxx>mode RSAJ
xxx> mode<?

[Now mode]: RSA

(6) pem (PEM %A 7Df5E)
<Hhe>
- W55« AT D72 DNBHEE « gD PEM % A 7 % fRET 5,

O<0> (ABA#Bpublickeypem : FZEHD private-keypem 2 H9 %,
@< 1> (ABRf®publickey2.pem : (FVEZEHD private-key2.pem {75,

<fFil>
xxx>pem 0«
xxoe>pem 1¢J

(7) my i p (DHCP CHUSLZZH I P77 KL ADZH)
<Hre>
-DHCP CEUSL7-H 1 PT7 RLA%F5T 5,

<fil>

xxx>myip<
My IPJ: 192.168.21.9

(8) mypor t CGENHITEELIEZR- FESODSMR)
<HERE>
- SRR LT AR — NER AR D,

<>
xxx>myport<J
[My port]: 50001



6.

[S7G2 e2std WIRE_NetX 1] DU —7 A~—A&FET D,

6—1. U—J AR—=AZDFRE

e e studio SUFv—

TAVIN—ZI—JAR-AEUTER
€ studio 3. 7-7AR-2FLIMEBRLT. BEBELMERENERFLAT.

I=-DAR-A(W): I Ap¥C_H28_Synergy¥Sample¥S7G2_e2std_SSP2_3_0¥57G2_e2std] WIRE_NetX_1 v I £3(B)...

OZORREFTANILTERL, SRIOEMERTLELL) N /4
» BEDT-TAN-A(R)

W x—mtan

e J-92R-R-T1LIM-0ER

< v A [« Sam. > STG2 e2std S. v 0 $7G2_e2std_SSP2_3_0NEE
EE v FLWIAIS- @17__; A AL,
S$7G2_e2std_SSP2.3.0 ~ 2| T87G2 e2std WIRE NetX 1] ##5E
.metadata
EV-SYNERGY-S7G2 MP-S7G2-0!
MP-S7G2-01 S7G2_e2std

G T S7G2_e2std_L
7 oSt =2 $7G2_e2std N

S7G2_e2std_LVD S7G2_e2std_RT!
$7G2_e2std_NMI_FRAM $7G2_e2std_SC!
S7G2_e2std_RTC S7G2_e2std_sFL.
S7G2_e2std_SCI S7G2_e2std_sFRA

$7G2_e2std_sFLASH S7G2_e2std USBX
R 1
$7G2_e2std_sFRAM | STGE eokd W NeOl |

S7G2_e2std_WIRE_NetX_2
S7G2_e2std_USBX

T - | S7G2_e2std_WIRE_NetX_1

AN5-0BR | | #wvel

vl K Q [ZHNVEDER) 27V v

TALIN &I IAR-ZELTER
€ studio [3. 7-7AR-2F1L7NEBALT. BEBELHERENERFLLT.

T-JAR-AW): | N:¥UstAp¥C_H28_Synergy¥Sample¥S7G2_e2std_SSP2_3 0¥57G2_e2std WIRE_ v | [ #B(@).. |

Dz0RREFIANMLTEAL. S$RIOEMESTLENL) wEha sy s
» BEQT-JAN-A(R)

E£®(L) b aad)l

6—2. JOCTY DA ih—k

SR E Y [e2studio_synergy Import.pdf | D 2IHAZSH L TRV,
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7. TNV TERME

7—1. :7‘:/§ > 71:%52@3&14%
YerfAlliER{FIL Te2studio_synergy Importpdf | 3 — LIHEZML TRy

7—2. TNy 7O
iﬁirlﬁﬁiﬁf’%{/ﬂi Te2studio_synergy_1mport‘pdf | D3 —927 E%Zjﬁ\@\ [/«C-Té ) S

<WIRE_DHCP_UDP_RSA 5% 7/ >

B COM1 - Tera Term VT
TrAlF) |EE) ZES) IVRO-HO) 21vEIW) ALTIH)

-t it : t 1P address>

G2LCTient 1>

10



7 — 3. Windows PClloT A s> a 7' A Clihf

1) [UDP_IP_RSA TEST) %@t 5.,

W x—mtan

i (PLAN (130 £—F)

a7 K25 [ 2 CD¥MCU > 7L 71 75 L¥ PC Test RSA]

« MCU#...

€ >4

v | MQUBYINTOT5L A
_PC_Test
_PC_Test_RSA
3 S7G2_e2std_SSP1_7_8_S:
+ S7G2_e2std_SSP2_0_0_S:
Y S7G2_e2std_SSP2_3_0_S:
© S7G2_e2std_SSP2_4 0_S:
~ S7G2_ewarm_SSP1_5_3_!
7IV5-v37)-h

3

'3

v 3

-

v

8ENEE

> _PC_Test_RSA v O

}

&

an

4] liberypto-3.dll

1] libssl-3.dll

private-key.pem

private-key2.pem

public-key.pem

public-key2.pem

[&] TCP_IP_RSA_TEST.exe

| ] UDP_IP_RSA_TEST.exq
<

_______

'UDP_IP_RSA TESTexe| #% i)

2) [UDP_IP_RSA TEST| O&IEH Z%iE

LT 5 s THEE 255,

UDP_IP_RSA_Test(server) Ver1.00(1024bit)

Setting

PCIP.adr||192. 168.21.51 |PCport |50000 #{55% 1P.adr||192. 168.21.35 || %{E% port[50001

PCMO TP 7 KL A F1lyfeity || PC oo port [ || ODHCP Tl L7z || @bt

B IP7 FLRz&ty b | Port 5w b

Public-Key.pem lpublic-key.pem I %82

Private-Key.pem lprivate-key.pem I 082
Plan_ | as | o

ive data[1] >>E)7 Vo | ’?@P@%~ Rz

11
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3) T RIOATEH OMER L RREE,

OPCHIDIP 7 KL AZFHRET D,
ex) sendip 192.168.21.51<J

@PC DR — NEFEHRET D,
ex) sendport 50000<J

@ Tplain| CF30) E— REFEET D,
ex) mode plaind

@ lpem| (PEM) %A 7%IEET 5,
ex) pem 0!

®FA T

COM1 - Tera Term VT

EIW) ANLTH)

4) TEMR e TPCY (serven) fI~T3CT F A M &iXEd 2,
O7 FA MLEKET D, CREROTEIE, Btz A7)

ex) send 12345678

& COM1 - Tera Term VT
T74IUF) B|EE) BT IVRO-JKO) D4VE2(W)  ALT(H)
udp>send 12345678 (DPC ~.{ET—4
-(1)sebd Plain_data -

32 33 34 35 36 37 38

-I?IF’Hcm*«: plain_data from server(&bort with Ctrl-
31 32 33 34 35 36 37 38

oif 00

udb>l @QPC 16 DZIET—H

12



5) [UDP_IP_RSA TEST| Mok3z{5 zHeEd %,

W x—mtan

UDP_IP_RSA_Test(server) Ver1.00(1024bit)

Setting

[RxTime Ave(30)(30 -> 30)us access(1) 1ms<(0)10ms<(0)cnt]
[TxTime Ave(78)(78 -> 78)us access(1) 1ms<(0)10ms<(0)cnt]

PCIP.adr(192.168.21.51  |PCport (50000 [i#{E3E IP.adr[192.168.21.35 | 3¥{&5E port/s0001 |

PublicKey.pem lpublickey.pem

| #82

Private-Key.pem lprivate-key.pem

| s82

#E  HEos

Monitor

e | o |t

= foo e
ﬁ( \kﬁ%eceive data[1] > Z D TEHR DD DZAET—X |

-(1)Receive encode_data from client —

31 32 33 34 35 36 37 38 | 12345678

-(Z)Send plain_data to client
31 32 33 34 35 36 37 38 \ 12345678

lZZ? Wail Receive datalZ] >>>

@ TEMR) H~DEET—%

[Error 7]
- (S H [ error!] recviromOlerror codel” |
- EERT Merror!! sendto()lerror codel”

6) TUDP_IP_RSA TEST| Dot

UDP_IP_RSA_Test(server) Ver1.00(1024bit)

Setting

PCIP.adr|192.168.21.51  |PCport ﬁftﬁ'&w.a:lr[mz.ma.nas Iﬁﬂﬁ'ﬁmﬂ

Public-Key.pem |public-key.pem

Private-Key.pem lprivate-kev.pem

Monitor

#HE |[MEzR |Plain v

| 82
=

—\

4 Monitor| [H[HIZEZEL T FoR

Monitor] FRa1HE

13




7) UDP_IP-Port % Y)W 9%,

MI—’? VRS

UDP_IP_RSA_Test(server) Ver1.00(1024bit)

Setting

PCIP.adr|192.168.21.51  |PCport ﬁftﬁ'& IP.adr | 192.168.21.35

| e o 01

PublicKey.pem lpubﬁc-key.pem

| $82
Private-Key.pem | private-ey.pem | &8
x| e o [
Monitor
ML E Lo

Q7Y vz

14




W x—mtan

7 — 4. Windows PClloo7 2 N ~7a 7'Z A CENEHERE (RSA E— R/publickeypem % 1 ~°)

1) TUDP_IP_RSA TEST| ###id 5,

777 KNG [ ZHEA CD¥MCU ¥ 7 v 71 75 ¥ PC Test RSA]

® F C:¥WorkSpace¥S7G2¥Ver6_00¥MCUH Y T 705 ¥ PC._...
et -.  =F EF Q
“ v A ]« MCU#.. > _PC_Test RSA v 0 _PC_Test RSADHEE
v MCUYINTOT5L A &5 EFHEE
PNt 4] liberypto-3.dil 2023/03/14 10:41
_PC Test RSA 4] libssl-3.dll 2023/03/14 10:41
» T S7G2_e2std_SSP1_7_8_S: ﬁ private-key.pem 2023/05/26 9:56
Y S7G2_e2std_SSP2.0.0.S: private-key2.pem 2023/06/01 13:39
[3 S7G2_e2std_SSP2_3_0_S: £ public-key.pem 2023/05/26 %57
ic-key2. 2023/06/01 13:39
[3 S7G2_e2std_SSP2_4_0_S: B8 public-key2pem
A [&] TCP_IP_RSA_TEST.exe 202 3
. 1 S m
B SPGLEWSRES A & UDP _IP_RSA_TEST.ex 202 .08
7IVr-y3y )=k Sl e ~
8ENEE =
[UDP_IP_RSA _TESTexe| % /L)

2)

[UDP_IP_RSA TEST| O&IHHZFEL T SR b0 T 245,

UDP_IP_RSA_Test(server) Ver1.00(1024bit)

Setting
PCIP.adr[192.168.21.51  ||PCport [50000 |3%{83E P.adr [192.168.21.35 | 3%{&5E port[s0001 |
PCRIDTIP 7 FLAB®Rt | PCHIO port [l7E | WDHCP THUF L7 || @Ml
IP7 FL2zty b | PotFEEEtE b

M'Key-m !wbhc-key.gm I<= {&Faﬁfﬁ%[pubh(}'keypem]% %"‘};LJ‘\ |§§{".
Private-Key. ivatekey. > 2

R — s

5 | BE=8 [Rsa - B
Monitor \

Tervz

(DRSA &— R38R

15
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3) T RIOATEH OMER L RRE,

R

OPCIDOIP 7 RLAZHRET S,
ex) sendip 192.168.21.51<J

@PCHIDFR— NEFERET D,
ex) sendport 50000<J

@ Irsal (RSA) E— REfETET S,
ex) mode rsad]

@ Ipem| (publikkeypem) %A1 7 Z+&ES D,
ex) pem 0<J

©FA T

COM1 - Tera Term VT

2UEDW ALTH)

16
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4) [3H 5 PC (server) il ~RSAK; 57 XA M &5 5,
O7 XA MEHEET D, (REFOLATL. $8ia347)

ex) send 12345678

& COM1 - Tera Term VT
I74IUF) |EE) BES)
udp>send 12345678

IVR0-JUO) D4VEIW)  AJLT(H)

_(gﬁlg"’nezzidgéa 37 38 20 20 20 D=7 FATLIPEXD S T FoR

20 20 20 20 2020 20 20 20 20 20 ZUTZU T e e
20 20 20 20 20 20 20 20 20 20 20 : WA ]| iscovsnes s conens
20 20 20 20 20 20 20 20 .1 18| I
20202020 20 20 20 20 20 20 20 20 20 20 20 | .....iiiiinann..
20 20 20 20 20 20 20 20 2020 | Lo
20020 20 20 20 20 2020 20 20 20 20 200 20 | ...covsnvionaens

20 20 20 20 20 2020 20 20 20 20 | .ieosseniounsonss

encode_data to server

92 34 65 SF EF 9B 3B FC - @ xIE =l (Encrypt) L7-3CE
59 70 DC 74 60 71 F1 1B 9E 65 (5 [CRaCNS Ayt SEIRa e p
8B A0 3C 8B 8B 9F 01 F7 5B 52 [EEan

F3 10 33 CE 7F 49 46 D3 04 AD bz o .Z.0. .S, IFW.2AH

A 9B 2F 34 F2 86 15 0B 6F 78 F6 2E 15 | ."a../4....0x...

9B BD B1 F3 93 AF 99 A9 C7 AD AAF5 83 DC | .0.77..y.%%az..7
CE 01 BF BA 29 33 33 9C 82 12 6E C4 FD 92 | y¥6.72)33...nk..

9 46 81 D2 0B BO E5 BO C4 21 65 56 7C 26 17 | JF. . -.-bleV]&.

-(3)Receive encode_data from server{iieg ) 7. - -
41 B4 71 92 34 65 SF EF 9B 3B FC OF 33 40 AR RcE e
72 DC 50 59 7D DC 74 60 71 F1 1B 9E 65 (5 (R Z)

D1 81 71 85 8B A0 3C 8B 8B 9F 01 F7 5B 52 L4 sa | &s.q...<..... LKP.
13 74 OE 36 F3 10 33 CE 7F 49 46 D9 04 AD B2 57 .z.6. .3k, TFh. a4W
FF OF 71 1A 9B 2F 34 F2 15 0B 6F 78 F6 ! °q ./4....ox...
EC 30 9B BD B1 F3 93 AF dJ C7 AD ﬂb F5 83

79 D3 CE 01 BF BA 29 33 12 6E C4 0 {t )])3o -
ED BS 46 81 D2 0B BO ES . 7| AF A - -hleV]s.

s _ e
20 20 20 20 20 20 20 ( LI SCBED S T T
20 20 20 20 20 20 20 D @ORFETHS = & AR L.
20 20 20 20 20 20 20 PC (F—r—) FODE bFETH
20 20 20 20 20 20 20 5o & R B,
20 20 20 20 20 20 20

20 20 20 20 20 20 20 2 I —

202020 20 20 20 20 20 20 20 202020 20 20 | ... ..iiiiiinn...
e |

17
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5) TUDP_IP_RSA TEST] HIDEZ(E2MERT 5,

UDP_IP_RSA_Test(server) Ver1.00(1024bit)

Setting

PCIP.adr|192.168.21.51  |PCport Eﬂ?& IP.adr | 192.168.21.35

| i

[RxTime Ave(11)(11 -> 11)us access(1) 1ms<(0) 10ms<(0)cnt]
[TxTime Ave(63)(63 -> 63)us access(1) 1ms<(0)10ms<(0)cnt]

PublicKey.pem |pdﬁc*ewpem

| $82

Private-Key.pem |pﬂvahe4«ey4xﬂn

u”
o
AN

Monitor

% [(QEz8 [ | 2| as |

BERELELE.
<L Yait Receive data[1] >>>

-(1)Receive encode_data from client

20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

41 B4 71 92 34 65 8F EF 9B 3B FC OF 33 40 DI D8 '"ATI @MPS7G275 HEE LT-REEC
72 DC 50 53 7D DC 74 60 71 F1 1B 9E 65 C5 0D 2C | 9
D1 81 71 85 8B A0 3C 8B 8B 9F 01 F7 5B 52 C4 84 | h.q...<..... [RE.
13 74 OE 36 F3 10 33 CE 7F 49 46 DI 04 AD B2 57 z %, 31 IFl}. 24
FF DF 71 1A 9B 2F 34 F2 86 15 OB 6F 78 F& 2E 15 .74....0x.
EC 30 9B BD Bl F3 93 AF 93 A3 C7 AD A F5 83 DC | .0. 17 o BR1z, 'J
79 D3 CE 01 BF BA 29 33 33 9C 82 12 6E C4 FD 92 y{T- Y1333, . .nb.
21 B85 58 7C 26 17 F > ot -L'ev
-(2)Create decode_data — /
31 32 33 34 35 36 37 38 20 20 2 @i1§b7‘:ﬁ%%ﬁ%@%®eoode)

20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 aia S S NP
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 \| LIeSCERD S TFR

20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 [ ...ieiiiiiinnnnn
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 [ .ieieiininnnnnnn
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 [ ...ieiieiinnnnnn
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 | ......e0e02ee...

-(3)Send encode_data to client

13 74 OE 36 F3 10 33 CE 7F 49 46 D3 04 AD B2 57 KT IR

72 DC 50 59 7D DC 74 60 71 F1 18 9E 65 C5 0D 2C )

DI 81 71 85 8B AD 3C 8B 8B 9F 01 F7 5B 52 C4 84 17] L TMP-S7G2
2

FF DF 71 14 9B 2F 34 F2 86 15 OB 6F 78 F6 2E 15

[
41 B4 71 92 34 §5 8F EF 9B 3B FC OF 33 Fvor—__ @5 L7 E &5 (Encode)ft:

\ZHE LT 3D

EC 30 9B BD B1 F3 93 AF 99 A3 C7 AD AA F5 83 DC ..h3ax.. "
79 D3 CE 01 BF BA 29 33 33 9C 82 12 6E C4 FD 92 y{T )3)33 .nh..
ED B3 46 81 D2 0B B0 E5 B0 C4 21 65 56 7C 26 17 JF R~ ‘-b'eVI&.
<< Wait Receive data[2] >>>

[Error 7]
- SSHE T error!! recviromOlerror codel”
< EEEE Perror!! sendto()error codel”
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6)

[UDP_IP_RSA TEST| % Dfthoofiff:

W x—mtan

UDP_IP_RSA_Test(server) Ver1.00(1024bit)

Setting

PCIP.adr| 192.168.21.51 | PC port 521‘!5'&19.3&[192.158.21.35 ]tﬂﬁ‘:m

PublicKey.pem Ipublic*ey.pem

| £82

Private-Key.pem Iprivate-key.pem

| £82

#E |[Ezg]| [RsA v
Monitor

2 J o | A

4 Monitor| HHEIZEZAES v 7o

Monitor| % {HZ

7)

UDP_IP-Port % [l 95,

UDP_IP_RSA_Test(server) Ver1.00(1024bit)

Setting

PCIP.adr|192.168.21.51  |PCport EfiﬁEIP.adlwz.lsa.sts ]Jéﬂﬁ'tw*t

PublicKey.pem Ipublic-key.pem

| 82

Private-Key.pem [privabe-key.pem

| 82

#E ek

E ) = [

/|

Moniitor
PHRLE L. # B A TR

VAPV
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7—5. Windows PC |07 A A7 a 7'F L Cihf

1) [UDP_IP_RSA TEST) %@t 5.,

a7 K25 [ 2 CD¥MCU ¥ 7 L7 1 75 L¥ PC Test)

ﬂ/,:—'j VRS

7 (RSA ©— Kfpublickey2.pem %A1 )

[ | B - | C¥WorkSpace¥S7G2¥Ver6_00¥MCUH V) T055L:¥ PC....
774)) = 5
« v 4 « MCU#.. > _PC_Test RSA v 0

}

v | MQUBYINTOTSA N &R

an|

PC Test 4] liberypto-3.dll
_PC_Test_RSA 4] libssl-3.dll

private-key.pem
private-key2.pem
public-key.pem
public-key2.pem

|&] TCP_IP_RSA_TEST.exe
| 5] UDP_IP_RSA TEST.ex¢

> [ S7G2_e2std_SSP1_7_8_S:
» ¥ S7G2_e2std_SSP2_0_0_S:
3 S7G2_e2std_SSP2_3_0_S:
» T S7G2_e2std_SSP2_4_0_S:

|

» T S7G2_ewarm_SSP1.5_3_!
TIVT-23v)-k il

(2]
_PC_Test_ RSADIEE
EFOE
2023/03/14 10:4
)2 13/14 10:4
2023/05/26 9:56
2023/06/0
2023/05/26 7
2023/06/0 3
2023/06/05 3
2023/06/05 )8
>

sENES

'UDP_IP_RSA TESTexe| % iLH)

2)

[UDP_IP_RSA TEST| O&IHHZFEL T SR b0 T 245,

UDP_IP_RSA_Test(server) Ver1.00(1024bit)

Setting

PCIP.ad-|192. 168.21.51

| PC port | 50000 |i&ft?t‘: IP.adr | 192. 168.21.35

| 3%{&5€ port| 50001 |

PCllo IP 7 K LA A B

PC {11l port [EE

(ODHCP TH¢fS L7z @A D

1

IP7 RL2%&ZEy b || Pat&Easidsty b

Public-Key.pem hﬁgﬂg&ﬁ<ﬁ®ﬁ%ﬁbﬂk@ﬂmﬂ%@ﬁ

Private-Key. [private key2.peml
ateKey.pem  [priv | @R lprivatekey2.pem %8R

) o

(BRSA E— RA 3R

®7Y s

20



W x—mman

3) T RIOATEH OMER L RRE,

OPCIDOIP 7 RLAZHRET S,
ex) sendip 192.168.21.51<J

@PCHIDFR— NEFERET D,
ex) sendport 50000<J

@ Irsal (RSA) E— REfETET S,
ex) mode rsad]

@ Ipem| (publickey2pem) %1 7 %+5Ed D,
ex) pem 1

©FA T

DAUEIW)  AJLTH)

21



A, T HBARH

4) [3H 5 PC (server) il ~RSAK; 57 XA M &5 5,
O7 XA MEHEET D, (REFOLATL. $8ia347)

ex) send 12345678

B COM1 - Tera Term VT
T74IUF |EE) HT(S IVRO-JNO)
udp>send 12345678

24V EI(W)

AJVT(H)

-(1)Plain data o o o
3132 33 34 35 36 37 38 20 20 20 20 20 20 [CASEUACIZESSEEAEE )

2020 20 20 20 20 20 20 20 20 20 20 20 20 20 1 L. aaaeaaenens
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 | ..iiiiiiiinnnn..
202020 20 20 20 20 20 20 20 20 20 20 20 20 | .....iiiiinnnn..
202020 20 20 20 20 20 20 20 20 20 20 20 20 | ....iiiiiinnnn..
202020 20 20 20 20 20 20 20 20 20 20 20 20 | ....iiiiiinnnn..
20 20020 2020 20 20 20 20 20 20 20 20 20 20 | ...cvswiesionanas
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 | .....eiiiinnn...

-(2) ta to server —
41( Zéie?? Sgcggeégaéﬁ F 9B 38 FO OF @& EAL (Enrypt) L7230
72 DC 50 59 7D DC 74 60 71 F1 1B & PC (Pr—r3—) (Z35{E LI3ED

D1 81 71 85 8B A0 3C 8B 8B 9F 01 B TFR

13 7A OE 36 F3 10 33 7F 49 46 D9 04 AD bz 27 | .Z.0. \)I\ IEW. 241
FF DF 71 14 9B 2F 34 86 15 OB 6F 78 F6 2E 15 | .°a. .OX. ..
EC 30 9B BD B1 F3 93 AF QE} A9 C7 AD AA F5 83 DC | . *»u;
79 D3 CE 01 BF BA 29 33 33 9C 82 12 6E C4 FD 92 | y‘ETw }]l nh
ED B9 46 81 D2 0B BO E5 BU C4 21 65 56 7C 26 17 | HF. A~ -h'e‘"’l?-

-(3)Receive encode_data from server{ieg S e
41 B4 71 92 34 65 8F EF 9B 3B FC QPC (F—5—) DOREILERIE

72 DC 50 59 7D DC 74 60 71 F1 1B 9E 65 C5 [IEAEay

D1 81 71 85 8B A0 3C 8B 8B 9F 01 F7 5B 52 L4 sa | 4. q...« ..... LHr
13 74 OE 36 F3 10 33 CE 7F 49 46 D9 04 AD B2 57 | »T [Fh.2

FF DF 71 1A 9B 2F 34 F2 86 15 0B 6F 78 F6 2E 15 | . o O
EC 30 9B BD B1 F3 93 AF 99 A9 C7 AD AAF5 83 DC | . .
79 D3 CE 01 BF BA 29 33 33 9C 82 12 6E C4 FD 92 | » k..
ED B9 46 81 D2 0B BO E5 B0 C4 21 65 56 7C 26 17 | #F '.-.—b'e\.-’l&.

e e o Bl %5 LW B H (Dearypt)
04900403060708 S o g —
20 20 20 20 20 20 20 LIZSEDS T30
20 20 20 20 20 20 20 : 20 20 20 NOIEOINEE RN AN
20 20 20 20 20 20 20 20 20 20 20 20 20 [BLOC NAERTENC RN,
20 20 20 20 20 20 20 20 20 20 20 20 20 PENREE TR
20 20 20 20 20 20 20 20 20 20

20 20 20 20 20 20 20 20 20 20 20 20 B ______________

2020 20 20 20 20 2020202020 | ovrinninann.
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W x—mtan

5) TUDP_IP_RSA TEST] HIDEZ(E2MERT 5,

UDP_IP_RSA_Test(server) Ver1.00(1024bit)

Setting
PCIP.adr(192.163.21.51  |PCport (50000 |#¥{E5E IP.ade[192.168.21.35 | i¥{&5E port[50001 |

[RxTime Ave(11)(11 -> 11)us access(1) 1ms<(0)10ms<(0)cnt]
[TxTime Ave(50)(50 -> 50)us access(1) 1ms<(0)10ms<(0)cnt]

Public-Key.pem Ipublic-keyz.pem |§‘53
Private-Key.pem |privabe-key2.pem |§ug
e ez [ ] ) o |

Monitor

ﬁﬁbibf:o

{1R .' : d Elatmf»> lient

- eceive encode_data from clien g e

43 48 75 9B 80 24 F2 B3 F8 E9 BF E2 OE EA BF 82 OMP-S7G2 /5548 LT-HE 53¢

Perg

D1 E1 AB 8E BF CF 5C 82 AA 2B B1 AD A6 D3 Bl FB
44 06 7D A0 6B 40 B2 6E CC AE BE BA A7 BC 14 52 J. 1. k8{nJak37).R
42 14 0D 08 A6 BA 65 3D EF BD 06 B3 E1 E8 OE 6D B...72e=.2.%...m
BE 97 03 07 48 F4 48 6A 82 A5 1C D8 8F 99 EB 33 ﬂ...H.HJ:‘.U...3
26 CD 6E E4 C3 B8 68 26 DE 07 43 8E 5B D2 05 8C &\n. 9hkS 1L DA .
E3 7F F2 EO 5E DE 5D 84 38 E3 62 13 78 OC F1 74 soes JaBabagiat
E2? 44 53 1E 66 0D 71 97 E2 FD D4 AC 63 77 1F ES JY.f.q.. . Prow. .
-(2)Create decode_data I /
R R E T A DRRLAES AR D
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 —jt] LICSCRD S T IR
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 el

20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 | seeeevennnnnnnas
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 | siieevnvcnnnnnes
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 | seevevnnnnnnnnas
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 | ..eeeeeienenenns
—(3)Send encode_data to client

e
43 43 75 9B 80 24 F2 B3 F8 E9 BF G L7 e A E(En
DI EI B 8E BF CF 5C 82 AA 2B B1 AD AG D3 BI 5 LSRRI (Encode)
44 06 7D A0 6B 40 B2 6E CC AE BE BA A7 BC 14 52 | J.| L CMP-STG2IT.(E L7 3CED
42 14 0D 08 A6 BA 65 3D EF BD 06 B3 E1 E8 0E 6D | B.[ , e
B6 97 09 07 48 F4 48 6A 82 AS 1C DS 8F 99 EB 33 | A.
26 CD BE E4 C9 BS 68 26 DE 07 49 8E 5B D2 05 8C | &\n. /A& .T. D,
E3 7F F2 E0 5E DE 5D 84 38 E3 62 13 78 OC F1 74 *1.8.b.x..t
E2 44 59 1E 66 0D 71 97 E2 FD D4 AC 63 77 1F E5 | .JY.f.aq...Pvcw..
XX Wait Receive datalZ] >>>

[Error 7]
- SSHE T error!! recviromOlerror codel”
< EEEE Perror!! sendto()error codel”
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6)

[UDP_IP_RSA TEST| % Dfthoofiff:

MI—’? VRS

UDP_IP_RSA_Test(server) Ver1.00(1024bit)

Setting

PCIP.adr|192.168.21.51  |PCport ﬁflﬁ'&n’.ad'llgz.ms.nas ]ﬁftﬁ\‘;port

Public-Key.pem |public4<ey2.pem

| £82

Private-Key.pem Iprivate-keyz.pem

| £82

#E |[MEzs |[Rsa v
Monitor

1 [{ as | 4R

A Monitor| HHEIZEZAEX v 7o

Monitor| % {HZ

7)

UDP_IP-Port % [l 95,

UDP_IP_RSA_Test(server) Ver1.00(1024bit)

Setting

PCIP.adr192.168.21.51  |PCport (50000 |#{5E IP.ade[192.168.21.35 | i¥{&5E port/50001 |

PublicKey.pem  |public-key2.pem | $8
Private-Key.pem | private-ey2.pem | $82
wx | s c
Monitor

[RRL LR e ———— Ugiacsee 02V |

7

—6. TRAYITDOKT

ST Te2studio_synergy Importpdf | 3 — 3TEHAZZM L TFEVY,
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W x—mtan

8. NHABLMEREHL IERT S,

1) OpenSSL %A > A h—/LF 5%,
FBEZA VA N VEBDYEIEL2) ~itEte

L. B | C¥WorkSpace¥Nagoya_2023¥OpenSSL

774 -4 23] R (7]
<« v 4 <« WorkSpace > Nagoya_2023 > OpenSSL v O OpenSSLOIEE
v WorkSpace A 4T - THOE £33
v Nagoya_2023 |@§J Win320penSSL-3_1_0.exe| 2023/05/29 11:30 FTUr-33Y

_PC_Test
by SINDY 7
Azure_DOC
First
OpenSSL

1 @0EE =
-
Windows [C&D T PC BMRE=NEUL
=

Microsoft Defender SmartScreen (FERsE N2V 7TV EEIELE

Ufce COP7TVERRITIDE. PCHERICETSENZ0REMN S D
9,

77 71): Win320penSSL-3_1_0.exe
1T AT

25




W x—mtan

& Setup - OpenSSL 3.1.0 (32-bit)

License Agreement "
Please read the following important information before continuing. C

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

DONATIONS NEEDED! If you are a business you should be contributing regular A
donations. If you are a generous individual, consider regular donations. Most
people simply take and run - leaving me to foot the bill. That's not nice. Some
businesses even drop their customers onto me to provide direct support to the
customer (ahem, PayPal). That's also not nice. Even if you can't afford a small,

one time donation of $10, at least drop a line saying how much you appredate

the effort put into this project (and, optionally, what you use OpenSSL for). Lots

of complaints and few compliments is discouraging.

LEGAL NOTICE: This product indudes software developed by the OpenSSL v

| (@)1 accept the agreement

(D1 do not accept the agreement

! Setup - OpenSSL 3.1.0 (32-bit)

Select Destination Location H
Where should OpenSSL (32-bit) be installed? G

Setup will install OpenSSL (32-bit) into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

|C:¥OpenSSL-Win32 Browse...

AN

[C¥OpenSSL- W32l 2845,

At least 369.2 MB of free disk space is required.

e e

26



W x—mtan

fig! Setup - OpenSSL 3.1.0 (32-bit)

Select Start Menu Folder "
Where should Setup place the program's shortouts? =l

w
Setup will create the program's shaortouts in the following Start Menu folder,
[ r]

To continue, dick Mext. If you would like to select a different folder, dick Browse,

|DpenSSL Browse...

{5 Setup - OpenSSL 3.1.0 (32-bit)

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing OpenSSL
(32-bit), then dick Next.

Copy OpenSSL DLLs to:
[ @ The Windows system directory |
(O The OpenssL binaries (/bin) directory

27



W x—oman

{8 Setup - OpenSSL 3.1.0 (32-bit)

Ready to Install

Setup is now ready to begin installing OpenSSL (32-bit) on your computer. C‘@

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:¥OpenSSL-Win32

Start Menu folder:
OpenSSL

Additional tasks:
Copy OpenSSL DLLs to:
The Windows system directory

< Back Cancel

{8 Setup - OpenSSL 3.1.0 (32-bit) -

Completing the OpenSSL (32-bit)
Setup Wizard
Setup has finished installing OpenSSL (32-bit) on your

computer, The application may be launched by selecting the
installed shortcuts.

Click Finish to exit Setup.

[] One-time $10 donation to Win32 OpenSsL
[ Larger one-time donation to Win32 OpenSSL
[:] Recurring $5 donation to Win32 OpenSSL
[[] rRecurring $10 donation to Win32 OpenSSL
[] Recurring $25 donation to Win32 OpenSSL

TR LIS D5 BI3aToF = v 7 244

<OpenSSL DA > A h—/U& T >

28



S, T BRARH

2) OpenSSL 7 i) L CHiEHE & ABRgEA RS 2,
2—1) a<wr a7 hE#E LT CD 2~ FIZT TOpenSSL-Win32¥bin| (ZB#EIT 5,

o BEE: IVUF 7UJ7I~

= IAL llllllf\ L

- ¥0penSSL-Win3Z¥bin o

cd ¢¥O0penSSL-Win32¥bin

2 — 2) RSA DA (private-key2.pem)

] EE%" JV‘JF 7oy7hk

s [Version 10.0.19045.2
o u_,u‘rt |_|_urr.|.ur'.at ion. All rights

L |||HI

wrsa -out private-key2.pem 1024

openssl genrsa -out private-key2.pem 1024

B C¥OpenSSL-Win32¥bin - m] X
« v «|OpenSSL-Win32 > bin | v &
v OpenSSL-Win32 o &8 ! EHAEE b ] A
B | p_test.dll 20: 4 10:4 TTUr—33%
e padlock.dll 20; 1 10:4 7F)r-
include @ private-key2.pem
lib | progs.pl , G
tests Vi £ >
7TENES -

29



A, T HBARH

2 —3) AR L7-fEdE Tprivatekey2.pem] % A EMREEDTT ¢ 2 TR

%§ C:¥OpenSSL-Win32¥bin¥private-key2pem - S
JrAF) \EE F|RNV) BES) UAUEIW) ¥I0M)  F0iE(0)

= 77 | . | ¥ .. A&EZ(Shift-s)  [BAE-F

30



2 —4) RSA ABR#ED 4 B(publickey2.pem)

S, T BRARH

EEE IvVFTOyTR

1M
BELA TR

openssl rsa -in private-key2.pem -pubout -out public-key2.pem

B E B | C¥OpenSSL-Win32¥bin

E-

at

7740
— v « [OpenSSL-Win32 > bin] v | o s
OpenSSL-Win32 o 4T - g2FH0E 15 A
bin private-key2.pem 7
exp | progs.pl
include public-key2.pem y,
lib | tsget.pl P, v
. v £ >
18 ENES EoEEEER 278 /(1 =G

2 —5) ARk L7=fiE&#E Tpublickey2pem) % A EMESEDTT ¢ X CINEER

JrA AR

%8 C¥OpenSSL-Win32¥bin¥public-key2.pem - F3,
REE

FT(V) BES) MMYEIW

ijiFlWIDHﬂH
JELIC EEY

S

¥20(M)

“wly

ZMiE0)

BAT-F

3 &= ZE(Shift-JIS)

31




W x—oman

2 —6) RSA fE#(privatekey2.pem)% DER JERDT ¥ A k7 7 A V%K

o BBE: IR JOYTE

C: ¥ INDOY

32>cd c:¥0penSSL-Win32¥bin

sa -in private-keyZ.pem -text -out private

lin32¥bind o

openssl rsa -in private-key2.pem -text -out private-key2.txt

2 — 7) RSA ZABi#publickey2.pem)% DERJERDTF 2 b7 7 A LAk

o EBE: IWVF JoYTh

openss| rsa -in private-key2.pem -text -out private-key?.txt

vindopenss| rsa -pubin -in public-kev?.pem -text -out public-kevZ.txt

openssl rsa -pubin -in publickey2.pem -text -out publickey2.txt

32




W x—oman

2—8) AR L7 DERERDT FA N7 7 A V& A EEZEDOTT X TNRHER

B E B | C¥OpenSSL-Win32¥bin

771) x5 X Q
v A <« OpenSSL-Win32 > bin v 0 SnDIEE
OpenSSL-Win32 N Z 8 EFHEE £33 A
bin A private-key2.pem 2023 3:39 M 774
exp |mj private-keyz.txt| 2023/0€ 3:4 TEARK S
include == B ;
lib &3 public-key2.pem 20: M J71
i
| public-key2.txt | 2023 ; T¥ANXZ y
tests
Vi K >
20 EQEE ENEEZER 3.00K8B = 1C

7N C:¥OpenSSL-Win32¥bin¥public-key2.txt - 3,
J74UF) REE) T|]FEV

R C:¥OpenSSL-Win32¥bin¥private-key2.txt - §A

THF) REE) TRV BEFOS UMW) YI0M) E0#0)

X r Q st 8 @ EEECE £ Q abar

B ! ! modulus/Modulus @ Hex i
MR TH D Z & B9 5,

7% 2.

o)

E(shift-)IS)  [HAE-F | % 2 ® 3,

=22 (Shift-JIS) BAT-F

<private-key2.txt> <publickey2.txt>
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2 — 945k L 7= DER ORI ¥ (private key2.txt) D

.1J:
rieh
:0f:
2b:17:
4d:79:

ee:70:4e:

OO OO OO0 T Lok

1
1
1
1
1
1
1
1
1
1
2

| efpogcnt7 4

Ga 09

05:39:34:

246945
publ i cExponent

pll\afeh<poucn1:
UU It b(‘ &

80" 44'4c’ e:67:2b:
87 :celae: Oc 094

EU c3 47:b0:f1:93:
:0a:22:

bf:30:

:9a:8h:

7:66:dc:
3:b8:4c:

04

85:2e:be b
0d:cB:15:
a45 84: 4/2

0:9e:86:4:

]

26:62:7a:
:1h:

ce.
5537 (

4icl:
305
:34:7
:>D:

%R C:¥OpenSSL-Win32¥bin¥private-key2.txt - S
T74IUF) B/EE) F|]FNV) BES 21VE9W)

X70(M) Z0Of&(0)

8d18b1c9ia7
aa: Td c) lff

o SO o ity €71 )

teb:

-d6:
26:fc 4

:39: cbi 147 :58:
17b:30:

= =] 40 D 1 O —h

O (D

oOT

fo ™

0O = O o O 2
COED b —h —h GO D

fo I T N
[SCT S Rt [ oX)

:9c:b9:24:F

OO
—-— 0

—
[

—
peia

1q -.
f:50:c0:bb:

Q-
Q-

HO -

4013

2b:%a:£7:d1:03:c!

FZ(Shift-JIS) EAF-K

A, T HBARH

[modulus]
ANBRgEE LCREA T
Do

[modulus] &
[privateExponent]
ERAA R O
\ZAEHT %,

[primel] L @ %% f&
X, FMESREAAERRT D
= DI L7 B8

DT, BHLT
HEEER A,
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3) ZABRgE ISR STG2 %

<inH>

A, T HBARH

ﬁ‘g‘%)f_y) DER ﬂ:/it:@’f’“é?% (=t =D

(TS D,

IJ74IUF) |EE FTV

o MM 9!
:
|_
0
0
7| G
13
X R

BES) 21VE9(W)

<4

Y70(M)
* ¢

208(0) 23:1
=

| seormlooliimsid 2

HeBADI00]I T2

BAT-F

-

/0

Ox0a

Ox2d
Oxbb
0x8d

Ox4d
0x31

A
3
4
b
6
7
8
9
0
1
A
3
4
b
6
7
8
9
0

T e e e e S S S

modulug: |

Oxc3, 0x
Oxa2,

Ox0e,
0xbb,
0x93,
0x66,
, Oxf7
Ox45,
,0x41
Oxdf,
Oxeb,
,0xb6,
,0x79,
,0x7e,

0x62,
pulllcEYpouent 65537 (0x10001)1

Oxdc,

0x9a

OxBe,

Oxde

Ox47
Ox2b

Ox45,

Oxb0.
,0x22,
OxBe,

0x49, Ox
Oxbf, 0
Oxff,0
,0x8b, 0
0x9f,

,0x64 , Ox
,0x21,0
0x9¢c, 05
,0x85, 05
,0x58, 05
,0x17, 0x
Oxdb, 05
Oxff,Ox
0x99, 0y

Ox4f,

T74IUF) |EE) F|FRNV) 8BFNS) 21VE9(W)

4

,0x93,
,0x20, Ox
,0xfd, 0
,Oxde,
,0x76,
,0xb2,
,0x2f,
,0x0f,
,0x73,

,0x01

,Oxaa

,0x34

,Oxbl
, Oxbd

,0x62,
,0xle,

,Oxce,

X70(M)

b

0x8d, 05

0xd8, 05
Oxa9, 0

Oxch,
Ox43,
Oxed , Ox
0x30, Ox
,0x6b, 0
,0x6b,

0x6d, 05

,0x7h,
,0xb5,

0x7a,0x

Ox4f, 0
Oxfa,0xf2

B & ZE(Shift-JIS)

?i)'\E_F

J e2studio TE/L RHNHE
HE 92 CR—2AD
\‘ Hex el SHREET 5,




<privateExponent DOffEE>

W r—omtan

774 JUF)
-

BE(D
T

,0x59,0x94 ,
,0x04 , 0x05,
,0x9d , 0x24 ,
,0x34,0x76,
,0xa3, Oxef,
,0xc0,0x686,
,0x60, Oxdb,
,0xbb,0xb2,
,Oxed, Oxal,
,0x07 ,0xf2,
,0x0e, Oxeb,
,0xa3,0x42,
,0x8a,0x30,
0x83,0x72,
0x06, 0x70,

FRNV) BES 1VE9W)

NX70(M)

,0xe3,0x7d,
,0xe7,Oxee,
,0x78,0xa9,
,0x85, 0x2e,
,0x1f,0xd2,
,0xcB,0x15,
,0x6f, 0xb6,
,0x47 ,0x08,
,0x76, Oxde,
,0x6c, Oxcce,
,Oxd4 ,Ox4f,
,0xd0,0x1f,
,0x38, 0x3c,
,0xbb, 0x78,
0x3b,0x63,
Ox3e,0x84,

8 & ZE(Shift-JIS)

J e2studio TE/L RN
5E 912 CR—2AD
Hex Filb I SHEET D,
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W x—oman

%R C:¥OpenSSL-Win32¥bin¥private-key2.txt (B$7) - S —
P4IEI(W)

T74UF) |EE) TRV BES NX70(M)

7 7 J 3 8 Z5(Shift-JIS)

BAT-F

*TCP_rsa_thread_entry.c X

static uint8 t BSP_ALIGN VARIABLE(4) modulus =
0 : | 2 3 - 5 6 7
2 @xc3,0ex47,0xb0,0xf1,0x93,0ex8d,0x6b,0xc9,
73 @xa2,0exbe,0x49,0x40,0x01,0x20,0x3d,8xd2,
74 @x0a,08x22,0xbf,0x30,08xaa,0xfd,0xe8,0x1f,
75 @x0e,@x6¢,0xff,0x63,0x4e,0xd8,0x19,0xd8,
76 @x5b,@ex9%a,ex8b,@x98,08x76,0xa9,0xf4,8x2b,
77 2x93,0x6e,0x9f,0x09,0x52,08xc5,0xc4,0xf7,
78 @x66,0xdc,@x64,08x9e,08x2f,08x43,0xac,08x3c,
79 ex2d,exf7,ex21,exee,0x0f,8xed,0x93,0xb8,
80 @x4c,0x45,0x9c,0xas4,0x73,0x30,0xCc4,0x55,
81 @xb5,0x41,0x85,08x39,08x34,08x6b,08x39,0xchb,
82 oxdf,0x47,0x58,0x76,0x6b,0x6d,0x08,0xad,
@xeb,@x2b,0x17,0x2a,0xbl,0x7b,0x30,0x27,
@x8d,exb6,0xdS,oxeb,0xb4,0x55,0x9%9a,8x98,
@x4d,ex79,exff,ex26,8x62,8x7a,08xdo,0x34,
@x31,0x7e,08x99,0xd4,0x1le,@x4f,0xad,@x2d,
87 ﬂvﬁ‘)lﬁvAﬂlﬁvAf’Qv1A’era’nvfalnvf‘)’avd7

{

}s

<

static uint8_t BSP_ALIGN_VARIABLE(4) priv_exponent[] = {

DERFERD LSRR E]

J5% Tstatic uint8_t BSP_ALTGN VARIABLE(4) modulus[]]
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5) BIFED 3) T L7= DERJZ® [privateExponent] Z&E#iz 5

4R |EE) F|RNV) BRSO 21UFW)  ¥70M)

static uint8 t BSP AI TGN VARIABIFE(4) priv_exponent[] = { DERFZFNMILEE SR EY
@ 1 2 3 - 5 6 7

91 ex9f,0x6¢c,0x24,0xcl,0x63,0xc3,0x7d,Oxae,
92 @xb4,0x59,0x94,08xc3,0x62,0xe7,0xee,0x70,
@x4e,0x04,0x05,0xef ,0xf6,0x78,0xa9,0x0a,
< @xc9,0x9d,0x24,0x75,0xef,0x85,0x2e,@xbc,
95 @x5a,0x34,0x76,0x28,0x77,0x1f,0xd2,0x8d,
96 @xcc,@xa3,oxef,0xc4,0x0d,@xc6,0x15,0x42,
97 2x20,0xc0,0x66,0x88,0x59,0x6f,0xb6,0xe9,
98 @xbe,0x60,0xd5,@xas4,0x84,0x47,0x08,0x6¢C,
99 8x69,0xb5,0xb2,0xf7,0x4f,0x76,0x4e,0xf3,
@xel,@xcd,Oxad,0x50,0x4f,8x6¢,08xcc,0x70,
oxfd,ex07,0xf2,0xdf,0x3e,8x44,0x4f,0x66,
2x00,0x0e ,0xeb,0x2c,0x08,0xd0,0x1f,0x07,
@x97,0xa3,0x42,0xfe,0x72,0x38,08x3c,0x11,
@xc2,0x8a,0x30,08xc7,0x8e,0xb5,8x78,0x9cC,
exb7,0x83,0x72,0xe6,0xd0,0x3b,8x63,0x74,
@x41,0x06,0x70,0x18,0x7f,8x3e,0x84,0x41

ee7 5
108 static uint8_t rsa_public_key[4*33]; 168y + LFSRAAREY v

< >

2% Tstatic uint8 t BSP_ALIGN VARIABLE(4) priv_exponent[]]

6) ZU—>r - ENLKRTH,
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