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3. TeraTemPro DA A h—)L

@ [lteraterm-4.106exe] ZELTHX V12— KT 5,

@PCIZA A =V LFEfTTH

@IV T AF— FORE

Tera Term: YUT)L-F BELES

COM 13,

R o S~ T mmsateEs s,
A —FE):
7 —3(D): 8 bit v o712, | 115200BPS
FALIFA), none w 8bit
AbwFEwk sl 1 it v YL AH) none
SO—$EE none . i’zﬁe

E{SEAE

o |EURyEe o | 2UBATL) OHARCT 5.,

Provider Mame: Microsoft
Driver Date: 6-21-2006
Driver Version: 100158041 1

Device Friendly MName: :8{S —F (Com)
Device Instance [D: ACPI¥PNPOS01¥0
Device Manufacturer (HEZEEH —})

PC I ¢ U 7 /L85 Al BE

DUFROHRIE
— | JUsB 7=
SR (T ST — — X AR CR =
X ZER):  cR <z - K234 > b éﬂza
M= R A(s): #EM: [orelF || (FEEL AEDHEI, &
2} el ) IEEERi- L CT 3
AL TH) VY
SO VTIOO v Uo—LT3— L
(A | | DEFYYEZ (VT TEKIU):
EF-TER) EEE{E)
sJIS - 5JIS v "B
EHOFHF) HEHHD) e
a4 —JLAG: |japanese ‘
TEDBREIZT D,
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4. BhERERR
[EV-SYNERGY-01] #fEHDOEE

JTAG Fk LAN 26t | | DC5V AT

Debugger _ 1
,

MP-S5D9-01

JP5-2 il
JPe-2fl | [EEEEREEE LSS

RS232C K—
EV-SYNERGY-01 PC | hE

OPCH L B9 5 RS232C 7r—7 Ui, il [/ v A —7v) THREETT,
@USB- U 7 )VAER r— T NV E i S5 85A13, [StarTechcom £ ICUSB232FIN| #E15%
OBET DAL, TRtOBRRIZ/2 Y 97,

EV-SYNERGY-xx PC-Windows
DSUB 9pin DSUB 9pin
A A
1 NC 1 NC
2 RXD @ ' 2 RXD
3 TXD @ ® 3 TXD
4 NC 4 DTR
5 GND @ ® 5 GND
6 NC 6 DSR
7 RTS I:I 7 RTS
8 CTS 8 CTS
9 NC | 9 NC
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[MP-S5D9-01] DA DS

l

A
19618

woouabbas mmm

H3993S
—

A LAN B2t

RS232C R— k
PC | H55

MP-S5D9-01

DOPCHE L B+ 5 RS232C 7 — 7 /L%, BUYEDILEL T,

@ [RS232C-Driver] 1. Tit URL ® [RS232CAB4| ZHELEL £,

http:/tool-kobo.ddojp/Files/Product/RS232 422/RS232CAB.htm

MP-S5D9-01(CN8) PC-Windows
4pin DSUB 9pin
AR A A
1 DC3.3V 6——9 peooc | 1 NC
2 TXD2 | Driver 2 RXD
3 RXD2 3 TXD
e o S ey S
H4P-SHF-AA 5 GND
6 DSR
7 RTS
8 CTS
9 NC
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5. [S5D9 e2std WIRE NetX 1] ¥ 7 /LA

5—1. WIRE_DHCP_UDP_AES ETH| 7 4/ 4Rk &7 7 A W4

S5D9 _e2std WIRE, NetX _1¥ WIRE DHCP _UDP_AES ETH
Debug WIRE DHCP UDP AES | ELF 7 71 /\, JTAG TfEH
ETH.elf
WIRE DHCP UDP AES | MAP 7 7 1 /L, 7 KL R {EH#/EH
ETH.map
WIRE DHCP UDP AES | € hue—7—HEX 771 /L
ETH.srec
T DA, HEV R 7 A L
Seript S5D9.d a—a VERT 7 AV
Src Command.c a~wr RAJTRERDY > T T 7 A v
Commandh Command.c Fl~> % —7 7 A )L
udp_cmd_thread_entryc UDP Cmd Thread > 7 /v 7 7 A )V
wire_dhcp_thred_entry.c DHCP client Thread > 7/V7 7 A /L
sce7_aes sce7_aes.c AES OEE 5« Ak T A v
sce7_aesh sce7_aesc I~y X —7 7 A )L
MP-S5D9-01 e2pc E2PROM £ = —/L
(V> 7487E) | e2ph e2pc i~y X —77 A v
ledc LED A€ o —/)b
ledh lede I~y X —7 7 A )L
sic2.c U T VBB Y 2 — )L
sci2h sci2.c I~y H#—7 7 A )
stcharc SUFSRUEEE Y = — L
stcahrh stchare i~ 2 —7 7 A )L~
synergy_gen Generate 179 E1ER SIS 7 7 A /L
Synergy Generate 21T 9 LAFRN S D 7 7 A /L
synergy_cfg
Configuration.xml 7'vYx 7 b Generation 7 7 A /v
PIN-MP-S5D9- PIN configuration H~ 7 A /v
01.pincfg
WIRE_DHCP UDP A | Jlink 7/ H—H7 7 A /v
ES_ETH jlink
Z DA HEER T 71 v
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5—2. Yo oEhfEA

<WIRE DHCP Thread>
1) DHCPIZX D IPT KL ZADEfGEFF>
Term /&[]
< 1> ["<udp_thread waiting to get IP address>"|
< 2> I"<interface status check>"|
MP HARIZ524E LU 72 EEPROM L Y MAC 7 KU ARG KT A N\IZky T 5,
< 3> I<Start WIRE NetX DHCP>"|
< 4 > M<Wait DHCP State Change>"]
< 5> ["<Start WIRE NetX DHCP>"|
< 6> ["<Wait DHCP BOUND>"] DNE/MLER L THERT 5,
- IP 7 RLRAEHFRINC LY, MPFK 0> LEDS % 100msec /(A

2) IP7 N U AESHE#RZ Tem BEHIZFR~T D,

B cOM1 - Tera Term VT

Jr{R B|EE FES IXRO-IHO) avEIW ANLTH)

rer (PRI

BELE-IPT KL
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<UDP Cmd Thread>
3) A—T =T A=V hFRLTCavr AN ZRFD,
« UDP Thread &4, MP Fpi o> LED4 % 100msec 1312 Ak

4) o< RoOqiA
(1) 2 (~IFawrR) avr F-EOFRR

W COM1:115200baud - Tera Term VT
Ir{F) |EE EHES) IFO-J0) YEIW) ALTH)

.I.

mand] [input argy]

(2) sendip GBHENRIPT FLRDEKEESH)

<HRE>
- E(EHE (PCHER) DI PT RLAZBET 5,

<f5i>
xxx> sendip 192.168.21.9¢J

xx> sendip<
[send TP): 192.168.21.51

(3) sendpor t (HEIER— FNEFOREKESR)

<FB&RE>
- KB (PCHAID DOR— MES RIS D,

<f51]>

x> sendport 50000<J
xxx> sendport <J

[send port]: 50000

(4) send CCFHIDOHE)

<F&aE>
- KEE (PCHN) 12305354 2,

<pi>
xxx>send 12345678123456781234567812345678J
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(5) mode (FEE—RORELSR)
<HErE>
- R (PCHEAD (20T HNEHMET DO DR 5 E— REfRET 5,

(D<PLAIN> V-3 Tt
@<ECB>3(F%11% [AES-ECBE— ] CTHEL L THET 2,
@<CBC>35%1% TAES-CBCE— K] TH kL THET 5,

<f5i]>

x> mode PLAIN
xxx> mode ECB«J
xxx> mode CBC«J
xxx> mode<”

[Now mode]: ECB

(6) key (GLEEORTLSH)
<WB>
BT DT OISERA R ET D, (16 HEGLE)

<f5i]>

I'key £ 128bit

x> key 11111111 22222222 33333333 44444444

I'key £ 196bit

xxx> key 11111111 22222222 33333333 44444444 55555555 66666666 <J

I key & 256bit

x> key 11111111 22222222 33333333 44444444 55555555 66666666 77777777 S8888883<
xxx> key<J)

[Now Keyl: 11111111 22222222 33333333 44444444

(7) iv (T ZEOFKEESH)
<+%%Ab
W5 - 551 (AES—CBC) £— RIEFOYHIRY 2 [EEHRTT 5, (16 HEHRT)

<>
xxx>1v 02013B01 1DF2D6C7 846F189E DB0AS254<]
xxx>ived [Now IV ]: 02013B01 1DF2D6C7 846F189E DB0AS’254

(8) 1eng (GuEfEEDORTELESMR)
<&;ﬁg“b>
MmO R X (Key length 12819225604 7% E 3 5, (10 KR E)

<pi|>

xxx>leng 128¢
xxx>leng 192¢J
sxcleng 2564
xxx>lengd[

[Now Key Length]: 128



(9) my ip (DHCPTHAGL7ZH I P7 RLADZMH)
<HERE>
- DHCP CHUS L7-H I P7 RL A% FRT D,

<>

xee>myip<d
[My IP): 192.168.21.9

(10) myport CERRAITTESELZR— hESOSH)
<HErE>
- FENCRR R Lo — MR AR B,

<fi>
xxx>myport<
[My port]: 50001

%I—Uyﬁi‘%ﬁ



6.

[S5D9 e2std WIRE NetX 1] DU —7 AX—RAZFRET D,

6—1. T—7 A—RLDIEE

TALIM—ED—JAR—ALLTER
& studio [1. T-7AA-AFL I MIEEELT. BEBEL ERASNERELAY.

-8 (W): V| \p¥C_H28 Synergy¥Sample¥57G2_e2std_S5P2_3_0¥57G 2_eZstdLW\ RE_Met¥_1 ~ | FE(B)...

O zoERET AL LUERL. SRIERERTLENU) SWE 7 w7
» BEOT-TZR-ZR)

EE(L) Fooul

W x—mtan

=R TAL IR0 DT — 7 AR—24,

| =V
« v 4[]« Sem.. > S5D9 ezst.. v o [S5D9 e2std WIRE NetX 1) Z+57E
==~ HLLTALS- (7
55D9_e2std_SSP2_3_0 " EE] ~
.metadata 55D9 e2std_demo
EV-SYNERGY-S5D3 55D9_e2std_E2P
MP-S5D9-01 S5D9_e2std_LVD
5509 e2std_demo 55D9_e2std_RTC
Do eotd £ 55D9._e2std_5CI
309 ezstd £2 S5D9_e2std_sFLASH
55D9_e2std_LVD S5Da_ezstd_sFRAM
5509_e2std RTC S509_e2std_UUSBX
55D9_e2std 5CI S5D9_ezstd_WiFi_NetX_1
S5D9_estd_sFLASH S5D9_e2std_WiFi_NetX_2
T p—— S5D9_e2std_WiFi_NetX_3
55D9_e2std_USBX ESi-EZ“S-m:E-:ﬁj
SDo_e2st 2 RPN .
SsDo_eastd Wi NetX 1 it @ 7 NTDER] %7 ) w7
TN | 55D9_e2std_NMI_FRAM /‘]’
I TANS-DER | Fou )l

TALIN—ET—IZ~—RELGER
& studio (3. T-7AN-AF(L I HEEALT. RESELEXRENERELET.

J=9A5=A(W): |N:¥U5rAp¥C,H28,Synergy¥SampIe¥S?GZ,EZStd,SSPZj,O!ESTG2,e25td,WIRE, v| | FHE(B)...

z0ERE7TALRLTEEL, @I 0SmesRLENU EE#hE 7Y vr
» BEOT-IAA-AR)

gLul(B] Foutl

6—2. AT bDA UR—k

Y El Y Te2studio_synergy Importpdf | @ 2IHZZIL T F VY,
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7. FINyTiRE

7T—1. Ty TRERROBGE
YerFlER{E T [e2studio_synergy Importpdf | 3 — THHAZML TR,

7—2. TRy OB
Yol 1L Te2studio_synergy Importpdf | 3 — 2 HESBHL TRy,

<WIRE_DHCP_UDP 47t >

COM1 - Tera Term VT
BE(E) BE(S) IYFO0-LO) 94UFIW) ALT(H)
b [P address>

DHCP (2 L v B3 L
72IP7 KL=
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7 — 3. Windows PCllo7 2 NH~7'v 77 A CEEMGE (PLAN (X)) £—K)
1) TUDP_IP_AES TEST| #jt#hd 2%,

7177 LT [ ZHEA CD¥MCU Vo7 v7 1 75 K2¥ PC Test)

£ =7 UL EVE S (7]
&« v 4 « MCUH.. 3 _PC Test v | 0 O PC Testigss
MCUHYINTOY5L ~ £85 EHEOE
= [&] CDC_USB_TEST.exe 2019/02/26 10:32
" 57G2_e2std_55P1_7_ |&4] TCP_IP_AES TEST.exe 2022/12/21 10:32
[l S7G2_e2std_SSP2_0_ ] TCP_IP_TEST.exe 2022/12/08 11:42
% 57G2_ewarm, SSP1_S Iﬁ| UDP_|P_AE5_TE5T.E:<E| 2022/12/21 10:36
FFUr—25y = | UDP_Ip/NEST.exe 2022/12/08 16:26
N=Fo1FRZaFll. v < >
sEQES 1 EOESEER 662KB [UDP_IP_AES_TESTexe| # it =

2) TUDP_IP_AES TEST| OFIHA ZaxE LT [T M HDREERFD,

Setting

PC IP.adr |192. 168.21.51 PCport (50000 | 3#{S5¢ IP.adr |192. 168.21.9 | J#E{S5E port | 50001

PCHIOIPT KL || PCHIlD port || ODHCP TH(S L7z QD

H &k fiE & P77 KL A%ty b || Pot&Eazty b
AES commaon key
AES Initial vector

15 =5 |Plain_+] @Plain t— FER |1 g | 4R
Maonitor

- —~
ive data[1] >3 @7V 7

12
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3) TR IDKTEE O & REE,

OPCHIDOIP T RLAZRET 5,
ex) sendip 192.168.21.51<J

Q@PCHIDR— "NEFERET D,
ex) sendport 50000<J

@ Tplain) CF30) E— FEHEET D,
ex) mode plain<

@A T

o COM1:115200baud - Tera Term MT

D EW) AJLTFH)

4) THEAHR) 25 TPC) (server) fll~FE3CT ¥ A R & 4ET 5,
O7FF A MXEFET D,

ex) send 12345678

B COM1:115200baud - Tera Term VT
YESW AL FHY

- :
(DPC ~EFT—H

13
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[UDP_IP_AES TEST] {HIDEAE ZHeEd7 %,

Setting

PCIP.adr|192.168.21.51  |PCpert |50000 | 3Z{E% 1P.adr|192.163.21.9 i%f%ﬁ’ﬁport

[RxTime Ave(18)(18 -> 18)us access(1) 1ms<(0) 10ms<{0)cnt]
[TxTime Ave(217)(217 -= 217)us access(1) 1ms<(0)10ms<(0)cnt]

AES common key
AES Initial wector

5 [(MEz8 5| e

Monitor

Eﬁbib?;o f | Ef==

<54 Wait Receive data[1] »»» (1) THEB W EOZET—4 l_
-{1JReceive plair_data from client

41 32 35 34 35 3637 38 00 U[l 00 00 00 00 00 00 | 12345678........
-(21%end plain_data to clien

a1 32 39 24 4536 37 48 00 U[l 0000 00 00 00 00 | 12345678........

¢ Wait Receive data[2] > —
@ [HEH W~ORET—5 |

[ Error #717]
< ZASHE 1 error!! recvfromOlerror code]”
< EERE Merror!! sendto()error code]”)

6)

[UDP_IP_AES TEST| ZDftho#fE

Setting

PC IP.adr| 192, 168.21.51 PCport (50000 | 3#{S5E IP.adr|192.1658.21.9 I#{E5E port| 50001

[RxTime Ave(18)(18 -» 18)us access(1) 1ms<(0)10ms-<(0)cnt]
[TxTime Ave(200)(200 -= 200)us access(1) 1ms-<(0)10ms<({0)cnt]

AES commaon key

AES Initial vector

5% |E2g | [Pan - | . —
Monitor —
H#inL3 2 Monitor] WHEIIZEZIES 705 Monitor] FR%& %=

-{1JReceive plain_data from client

31 32 33 34 306 36 37 38 00 00 00 00 00 00 00 00 | 12348678........
-(23%end plain_data to client

2132 33 24 35 36 37 23 00 00 00 00 00 00 00 00 | 12345678........
<< Wait Receive data[2] =

14
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UDP_IP-Port % [ 35,

Setting
PC IP.adr|192.163,21,51 PC port (50000 |3%{E5E IP.adr |192.158.21.9 3#={E5E port| 50001

[RxTime Ave(18)(18 -= 18)us access(1) 1ms<(0)10ms<({0)ont]
[TxTime Ave(200)(200 -= 200)us access(1) 1ms<(0)10ms < (0)cnt]

AES commaon key

AES Initial vector

Monitor

EELELLE. A
<< Wail Receive datall]l >»» OV Vi
-{1JReceive plain_data from client

21 32 33 34 35 36 37 38 00 00 00 00 00 00 0O 00 | 12345673
-(215%end plain_data to client

a1 32 SIS 34 35 38 37 38 00 00 00 00 00 00 0O 00 | 12345673

ia Bere | datal2] »>=» =
e i R M AL T T

15
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7 — 4. Windows PCIlOT A2 M7 v 75 A CEERHER (AES-ECBE— R)
1) TUDCP_IP_AES TEST] #%jZ#hd %,

7177 LT [ ZHEA CD¥MCU V> 7 v7 1 75 L¥ PC Test)

=5 7IUr-vav -l 2]

« - "T" w MCUﬂ'... » _F"':_TE'St W {-‘_'J- ; _PC_TESfLE]T$E
MCUHVTINLTOTSL ~ &5 =l
— ==l [%] CDC_USB_TEST.exe 2019/02/26 10:32
I 57G2_e2std SSP1.7_ [&] TCP_IP_AES_TEST.exe 2022/12/21 10:32
'Y S7G2_e2std_SSP2 0. TCP_IP_TEST.exe 2022/12/08 11:42
Y S7G2 ewarm SSP1.5 |£| UDP_IP_AES_TEST.exe| 2022/12/21 10:36
=3y = A UDP_Ip/NEST.exe 2022/12/08 16:26
N—F2IF¥ZaFl v £ >
sENEE 1E0NESEER e62KB 'UDP_IP_AES TESTexe| % ) =

2) TUDP_IP_AES TEST| OFMH Za%E LT R 126 DG ZFFD,

PC P.adr|192.168.21.51 PC port |50000 | 3%{E5E 1P.adr192.168.21.9 | pEcy portEDDDl

PCHIOIPT RLA PCHl® port || ODHCP CHEAE L= || @Fbfalod
EEy s [ IP7 FL A&ty b || PotFoit b
AES comman key ||11111111111111123333333344444444 |

AES Initial vector

Cls i

—~—

e | Aeh Ec |2

@Key £ DER
128/192/256

@ECBE— Rt \

\ BKeyLeng (25t U7z Hom#E 2 5% @

®7Y s

16



3) k) MIOKER O &

Wz ma
X
OPCHID IPT KL AZEFHET 5,

=Ju
ex) sendip 192.168.21.51<J

Q@PCHIDR— "NEFERET D,
ex) sendport 50000<J

® TECB) (AES'ECB) £=— F&fgET 5,
ex) mode ecb<

ex) leng 1284

@ [KeyLeng] %5ET 5, (128 /192 /256)
PC{filo> NUDP_IP_AES TEST| &[FU KeyEiZ1 %,

® Mgt Z46ET D,

T

=

PC1{filo> TUDP_IP_AES TEST| & [Al% D HE#H#AES common key)llZ 9%,
ex) key 11111111 22222222 33333333 444444441
@ /)

COM1:115200baud - Tera Term VT

=ne= SI

IRO-JH0) 24 ED(W)

MJLTFH)

17
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4) THEAHR) 25 TPC) (senver)fill~ ECBRF 57 ¥ A N 4(ET D,
OF XA FXEHEET D,

ex) send 12345678

IR B|BEE EFES IRO-JHO) 24V EIW ALTH)

MAN LI oFr | »

\

QAN LT Fr a2 24k | | QPC (server) 23212 U @ZEL7- PC b OIGE
(=>=2—F) LT PC| | WBLEME (Fa—F) T

XEEE (Fa—K) L=
(Server) |ZiXE L7277 — L7z %% PC (server) T F—HDH TR
B DE TR BER & (= a2—R)
LieT =255 L7
VE -GN

@ l(MPlain data] & [@Create decode_datal M[FEEED X 7 FRrDE . il PC
NREEREZE (TFa—R) THHZ EDIFEIRD FT,

@ [(2Send encode data to server] & [(3)Receive encode_data from server(Abort with Ctrl-C))
MIREED X T ForDGE, Bl PCAINREE R SAEE (ma—R) THHI ED
FEREZ 0 £,

18
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5) [UDP_IP_AES TEST] MIDEZAZ %R 9 5,

Setting

PEIP.adr|192.168.21.51 |F-‘Cport 50000 i%f%?ﬁrp.adr|1gz.1ﬁa.z1.9 J#={E5E port| 50001

[RxTime Ave(10)(10 -= 10)us access(1) 1ms<(0)10ms<(0)cnt]
[TxTime Ave(194)(194 -= 199)us access(1) 1ms<(0)10ms<({D)cnt]

AES common key |1111111122222222 33333333 494 |

AES Initial vector
18T S |ECE e || 128~ | Cls TR
Monitar — —
[ HEE TR R —
WELELE. (1) %’TﬁJ 1E|J75 ro'_x%m L= R~ o

<44 Wait Receive datal1] >
-1 )Receive encode_data from client—
fd B 2C 43 JF 98 CF DR C7 45 31 05 D A7 BO 85 | {.C7.QUREL.L7-.
-(iCreate decode_data

33 34 35 96 97 95 00 00 0D 0D 00 00 00 00 | 12345R78

ode_data to client

@ TEH I SZAE LIRS T — 4 % @EFT (Fa—Fk) Lir—%% [PC)
e (Fa—NR) LiT—2DX7HFR HICHRFS (mra—R) LT [ Mz
HEE LT =2 DX TR

(D )Receive encode_data from client] & [(3)Send encode data to client] 23EIEED X 7T
OYE. FAE PCAISFEE /2B SR (a3 —R) ThahH I LDOFEIRI/ 7,

@ T(QCreate decode data] & TH:#R] Al TeraTerm EiE D [(4)Create decode data] 73[EEED
KU TFRROYE, EE PCRISFEISELESAUE (Fa—R) ThdZEDFEIHIRY
iﬁ‘o

[ Error #7R)

- ZAZE [ error!! recvfrom()|error code]”]
< YEERE Merror!! sendto()lerror code]”)

19
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6) TUDP_IP_AES TEST| ZDOfthdffE

UDP_IP_ASE_Test{server) Verl.00{AES ECB/CBC only)

Setting
PCIP.adr|192.168.21.51 PCport (50000 |3%{E5E IP.adr |192.168.21.9 I#={E5E port|50001

[RxTime Ave(10)(10 -> 10)us access(1) 1ms<(0)10ms<(0)cnt]
[TxTime Ave(194)(194 -> 194)us access(1) 1ms<(0)10ms<(0)cnt]

AES common key |1111111122222222 33333333 444 |

AES Initial vector

% [Eh]| e w128 | lz—‘ R
Monitor / \
iﬁﬁ'ﬁ 4 Monitor| HEHEIZEZ(FEY T For [Monitor| &% 1%
- {1 )ReTeTve BrmOIE OETE TTOW CTTENT

&4 7B 2C 43 3F 93 CF D3 C7 45 31 05 D1 &7 BO 85 | . {,C7.Y3E1.kL7-.
-(2)Create decode_data

3132 33 34 35 36 37 33 00 00 00 00 0D OO0 00 00 | 12348B78........
-{315end encode_data to client

&4 7B EC 43 3F 99 CF D8 C7 45 31 05 D1 &7 BO 85 | . L.CY.QU3ET.Le-.
<< Wait Receive data[2] »»»

7) UDP_IP-Port % (Y] 35,

Setting

PCIP.adr|192.168.21.51 PCport (50000 |3%{E5E IP.adr |192.168.21.9 I#={E5E port|50001

[RxTime Ave(10)(10 -» 10)us access(1) 1ms<{0) 10ms <({0)cnt]
[TxTime Ave(194)(194 -> 194)us access(1) 1ms<(0)10ms<(0)cnt]

AES common key |1111111122222222 33333333 44444444 |

AES Initial vector

[FE ] ges = | -

Monitor

wELELE. Vo s |
&R Tt Receive datall] »» Q7Y >z
-i{1)Receive encode_data from client

&4 7B 2C 43 3F 93 CF D3 C7 45 31 05 D1 &7 BO 85 | . {,C7.Y3E1.kL7-.

-i2)Create decode_data

3132 33 34 35 36 37 33 00 00 00 00 0D OO0 00 00 | 12348B78........

-{315end encode_data to client

&4 7B 20 43 3F 99 CF D8 C7 45 31 058 D1 A7 BO 85 | . L.CP.9Y3E1. k7.

ive datal2] »ex
HRFLE L. BT 2 e e
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7 — 5. Windows PCllO7 A N7 a 7'Z A CEMERERS (AES-CBC E— K)
1) TUDP_IP_AES TEST| #jt#hd 2%,

7177 LT [ ZHEA CD¥MCU V> 7 v7 1 75 L¥ PC Test)

gx | FIUT-vav -l (7
= v A |« MCUH.. > _PC_Test v O O _PCTestDieE
MCUHVTINLTOTSL ~ &5 =l
e = [&] CDC_USB_TEST.exe 2019/02/26 10:32
I 57G2_e2std_SSP1_7_ 4] TCP_IP_AES_TEST.exe 2022/12/21 1:32
[ 57G2_e2std_SSP2_0_ [&] TCP_IP_TEST.exe 2022/12/08 11:42
[ 57G2_ewarm,_SSP1.S |i| UDP_IP_AES_TEST.E-::E| 2022/12/21 10:36
=3y = A UDP_Ip/NEST.exe 2022/12/08 16:26
N—F21FRZaFll v < >
SEQEE 1 ENESEER e52Ke 'UDP_IP_AES_TESTexe| %l =

2) TUDP_IP_AES TEST| OFMH Za%E LT R 126 DG ZFFD,

PCIP. adr 192,168.21.51 PCport |50000 |[3#{S9E IP.adr |192 168.21.9 J#{E7E port 50001 |

PCHIOTPT FL-& PCo port || ®DHCP THS L7z || @i
H EhfR [ 2 IP7 FL 2%ty b || Pot&Esaty b

AES commaon key |11111111212111123333333344444444 |

AES Initial vector |]}'_DI3BD1 1DF2D6CY 846F 169E DB0AZ 254 |

MR fec c|ls -
Manitor _/\
ELELAN | @CBCE— i ~— @Key EDEIR
< Mgt Reog
128/192/256

@7 s @KBVLEHE (X LT demii A s e
e —— @~y ZEIEEBE I L 0 T
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3) THAR) IDKTEE OB L FRE,

OPCHIDOIP T RLAZRET 5,
ex) sendip 192.168.21.51<J

Q@PCHIDR— "NEFERET D,
ex) sendport 50000<J

® ICBCJ (AES-CBC) £=— F&faET 5.
ex) mode ched

@ [Keyleng| #=f5ET %, (128 /192 /256)
PC1{flo> MUDP_IP AES TEST| L [FU KeyElZT %,
ex) leng 1281

© Mmg 2HET 5,
PC1{filo> TUDP_IP_AES TEST| & [Al% D HEHAES common key)llZ 9%,
ex) key 11111111 22222222 33333333 444444441

© WA~ Z{E] ZHEET 5,
PC{ilo> TUDP_IP_AES TEST| & [REZEOIH~ 7 # EAES Initial vector)iZ 15,
ex) iv 02013B01 1DF2D6C7 846F189E DB0A8254<]

e ERW) AJLTH)
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4) THEAHR 25 TPC) (server)fill~ CBC W5 57 ¥ A M & H(ET 5.,
OFFA NLEHMMET D, CREOLAIL. Bia 5T

ex) send 12345678

COM1:115200bps - Tera Term VT

I/RO-JU0)  D4UFS(W)  ANLT(H)

QDAS LTz 510 | | GPC (server) 73345 Dl ™~ @ZZ L= PC » b oHE5
(mya—FR) LT PC|| BEXaEs (Fa—F) XEEE (Fa—R) Lk

(Server) |ZiXE L7277 — L7z %% PC (server) T F—HDH TR

B DH T FIR BERSL (mra—F)

LT —Z &5 Lo v

VE -GN

@ [(MPlain data] & [@Create decode data) 23[FEIEED & 7 HKoROBE, ML PC 18
NEERESUE (T a—R) ThdHZ EDEFRIRY £,

@ [(2Send encode data to server] & [(3)Receive encode_data from server(Abort with Ctrl-C))
MIREED X T ForDGE, il PCAINREE RS SR (o a—R) THHZ ED
FERHZ 720 £,
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5) [UDP_IP_AES TEST] MIDEZAZ %R 9 5,

Setting
PCIP.adr(192.168.21.51  |PCport (50000 |55 IP.adr(192.168.21.9 | ##{E% port

[RxTime Ave(12)(19 -> 19)us access(1) 1ms<(0)10ms<(0)cnt]
[TxTime Ave(278)(278 -= 278)us access(1) 1ms<(0)10ms<(0)cnt]

AES common key |11111111222222223333333344444444 |

AES Initial vector |EIEIJ 13801 1DF2D6CT 346F 1539E DBEOAS 254 |

% (s (o v]zs o] ol

Monitar —— —
EELELE, 1) TEAR DT LR 7 —&
<44 Wait Receive datall] x>

-{1)Receive encode_data from clien

40 0B 96 58 87 17 01 92 3D 9F 40 BE 73 SF 74 D3 | @..%....=. @ff=7oF

12 iCreate decode_data
3 32 34 35 36 37 22 00 00 00 00 00 00 00 00 | 12345R78........

-] nd% to client
40 YIE 8§ 58 192 30 9F 40 BB 73 3F 74 D3 | B K....=.0Hs7=%

] Wai?ﬁeive da

— <

— AN

@ HEM NS LT T — 4 % @ER (Ta—FK) Lizr—%% [PC)

B Ta—Nk) LET—20X7FRR MICHES (o 2—FR) LT [ER Al
BELET—XDX TR

@D T(1)Receive encode_data from client] & [(3)Send encode data to client] 723FEEED&Z L 7R
DA, FfAl & PCAISESEZ2RE SR (o a—R) THhD I EOIFHHIRY £,

@ [(QCreate decode data) & [tz Ml TeraTerm D [(4)Create decode datal 73[FEIEED
KU TRROYE, HAil & PCAIFRIZERESAWEE (Fa—R) Thd I EDEIHIRY
iﬁ‘o

[ Error #717]

< ZIEEE [ error!! recvfrom()|error code]”)
< YEERE Merror!! sendto()lerror code]”)
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6) TUDP_IP_AES TEST| ZDOfthdffE

Setti

ing
PC IP.adr|1592.168.21.51 PCport |50000 |3%{E5E IP.adr [192.168.21.9 1#={E5E port|50001

[RxTime Ave(19)(19 -» 19)us access(1) 1ms<(0)10ms<(0)cnt]
[T«Time Ave(278)(278 -» 278)us access(1) 1ms<(0)10ms<(0)cnt]

AES comman key |11111111 22222232 33333333 449449444 567390AE 67890ABC |

AES Initial vector |EIZIZI 136801 1DF2D6CT 346F 169 DBOAG 254 |

w6 [AE=a]lec V|2 2 | Cls | MR
Monitor / \

EPRA B Monitor) BIEHIE=(G5 7 2o "Monitor) #27% 5
-{1JReceTve erONE TETE TTOm CTTEMNT
40 0B 96 5% 47 17 01 92 30 9F 40 BB 73 3F 74 D3 | B..%....=.@fs7=F

-(2)Create decode_data

3132 33 34 35 36 37 33 00 00 00 00 00 00 00 00 | 1234567%3........
-(315end encode_data to client

40 0B 96 5% 47 17 01 92 30 9F 40 BB 73 3F 74 D3 | B..%....=.@fs7=F
<4< Wait Receive data[2] »»»

7

~—

UDP_IP-Port % [ 35,

Setting

PC IP.adr|192.1568,21,51 PC port (50000 |3#{E5¢ IP.adr |192.168.21.9 1E{E5E port| 50001

[RxTime Ave(19)(19 -= 19)us access(1) 1ms<(0)10ms<(0)cnt]
[TxTime Ave(278)(275 -= 278)us access(1) 1ms<(0)10ms<(0)cnt]

AES common key |11111111 22223232 33333333 44444444 S6TEI0AE 67390ABC |

AES Initial vector |EIEI:I 13801 1DF2D6CY 846F 189E DEOAZ254 |

#% | [oc |2 o] cs | i

Monitor

wRLELE. ‘:I
<< Wait Receive data[1] >3 O ¥

-{1)Receive encode_data from client

A0 DB 96 5% 87 17 01 32 30 9F 40 BB 73 3F 74 D3 | E..K....=.E@fe72E

-(?Create decode_data

31 32 33 34 35 36 37 33 00 00 00 00 00 00 00 00D | 12345678........

-(3)%nd encode_data to client

40 OB 96 5% 87 17 01 32 30 9F 40 BE 73 3F 74 D3 | E..6....=.@f=s72E
Yait Recejve data[2] 0>

(470 L & LJ;.;-% P

7T—6. TN TOKT
SEEAMEEIL Te2studio_synergy Importpdf | @ 3 — 3TEHAZSM L TF XV,
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8. HEFHE

c ASCEOFBHEL, =T B MEELET,

« ARSCEA MW CORSHEI IR L ET,

« ARSCEIZRLEH STV D INEIZ DWW TOERIROY R — MIFBZIT T 5 Z EHKEREA,

c ASCEICREH LT, LRV A L7 hr =7 ZREAORWE D ERE O £,

- ASLEORNFIHE, A L7AER, BERALTH, A CiE—UoETITEADR N O
ELET,

c ASLEONFIZBE LT, TEEHUTHERLE LA, TRERS, RO EOS03HD L
7o BWEFEE T THHE < 2 ZAUTTEN T,

c AUEONEIL. PERUERESNLZENHY 1,

9. PHIE

- e2studio |&, VAT A L7 hu =7 ARASHEOBGREEE, EIFRERA T,

» Renesas Synergy™s & OV S3A7/S5DISTG2 1%, LV A L7 =7 AR
*ﬁ%\ EJ ﬂipﬁlﬁtﬁn% T“ﬁ‘o

- ZOMOSA, BEAIE BAEOBERPHEE T IIPHE T,

10. =&k

- [SBA7 22— —RX~v=a2T7)V N—Ku=THH AV RA L7 hon=g 2SS
- [85D9 Z—HP—X~v==2T /L N— R TR JLXH A L ha =7 AR EH
- 8762 22—V —A~=aT)V N—FU=TH  AFPR L7 hn=7 ARS8
I SN S S P/ N e /Y 5= Ve ik VN A -

. Te2studio —HF—RX~==27/L AFAHA K] NFP A L7 ha=7 ZRASH
- SSP vx.xx User's Manual | LFP A T LF ba=g A EH

« [X-Ware Component Documents for Renesas Synergy™ | /L% %A L7 ha =27 A4
- Z A

T 486-0852 oH0|
FEHIRAR BT FHissiT 6-9-20 =
=7 RSt &
https:/www.robin-w.com -
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