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FEAARIC T 2 EROBERED & 0 FHAOTEMO LRI TS,
 Sample V7 M, BEFECRASNTWDELOTHY . TOBHAREMELED T, Wied
RREDITWER A, Fio, KV 7 bT =7 ORI L0 B E I IXRENCAE Ulonie 5
HEIZELTH, ZOEMTEADRVWHDO L LET,

2. oD er "N

U— ) A=A, e TV M
S5D9 e2std WIRE NetX 1 | At LAN 5t L7~ DHCP & | WIRE_DHCP_TCP_AES_ETH
TCP@EEDH 7L

Azure RTOS &— R C#E)I{E
X2 VT 4=V (SCET)
Crypto K7 A 3—0 AES %/ | NetXDHCP Client
LW 7 (- 55) | (@ dhep_client0)
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(g_sce_aes rp_api=>decrypt)
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3. TeraTemPro DA A h—)L

@ [lteraterm-4.106exe] ZELTHX V12— KT 5,

@PCIZA A =V LFEfTTH

@IV T AF— FORE

Tera Term: YUT)L-F BELES

COM 13,

R o S~ T mmsateEs s,
A —FE):
7 —3(D): 8 bit v o712, | 115200BPS
FALIFA), none w 8bit
AbwFEwk sl 1 it v YL AH) none
SO—$EE none . i’zﬁe

E{SEAE

o |EURyEe o | 2UBATL) OHARCT 5.,

Provider Mame: Microsoft
Driver Date: 6-21-2006
Driver Version: 100158041 1

Device Friendly MName: :8{S —F (Com)
Device Instance [D: ACPI¥PNPOS01¥0
Device Manufacturer (HEZEEH —})

PC I ¢ U 7 /L85 Al BE

DUFROHRIE
— | JUsB 7=
SR (T ST — — X AR CR =
X ZER):  cR <z - K234 > b éﬂé
M= R A(s): #EM: [orelF || (FEEL AEDHEI, &
2} el ) IEEERi- L CT 3
AL TH) VY
SO VTIOO v Uo—LT3— L
(A | | DEFYYEZ (VT TEKIU):
EF-TER) EEE{E)
sJIS - 5JIS v "B
EHOFHF) HEHHD) e
a4 —JLAG: |japanese ‘
TEDBREIZT D,
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4. BhERERR
[EV-SYNERGY-01] #fEHDOEE

JTAG Ak LANH6t | | DC5V A

Debugger ‘ -

o

MP-S5D9-01

JP5-2 ]
JP6-2 1]

RS232C R —
EV-SYNERGY-01 PC |-k

OPCH L B9 5 RS232C 7r—7 Ui, il [/ v A —7v) THREETT,
@USB- U 7 )VAER r— T NV E i S5 85A13, [StarTechcom £ ICUSB232FIN| #E15%
OBET DAL, TRtOBRRIZ/2 Y 97,

EV-SYNERG Y=xx PC-Windows
DSUB 9pin DSUB 9pin
= F =
1 NC 1 NC
2 RXD o 2 RXD
3 TXD @ ® 3 TXD
4 NC 4 DTR
5 GND @ ) 5 GND
6 NC 6 DSR
7 RTS I:I 7 RTS
8 CTS 8 CTS
9 NC | 9 NC
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[MP-S5D9-01] DA DS

l

A
19618

woouabbas mmm

H3993S
—

A LAN B2t

RS232C R— k
PC | H55

MP-S5D9-01

DOPCHE L B+ 5 RS232C 7 — 7 /L%, BUYEDILEL T,

@ [RS232C-Driver] 1. Tit URL ® [RS232CAB4| ZHELEL £,

http:/tool-kobo.ddojp/Files/Product/RS232 422/RS232CAB.htm

MP-S5D9-01(CN8) PC-Windows
4pin DSUB 9pin
AR A A
1 DC3.3V 6——9 pesoc | 1 NC
2 TXD2 | Driver 2 RXD
3 RXD2 3 TXD
e o S ey S
H4P-SHF-AA 5 GND
6 DSR
7 RTS
8 CTS
9 NC
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5. [S5D9 e2std WIRE NetX 1] ¥ 7 /LA

5—1. WIRE DHCP_TCP_AES ETH| 7 #/\&HfL 77 A V4

S5D9 _e2std WIRE, NetX _1¥ WIRE DHCP_TCP_AES ETH
Debug WIRE DHCP TCP AES E | ELF 7 7 A /L. JTAG ]
TH.elf
WIRE DHCP_TCP_AES E | MAP 7 7 (L, 7 KL AfEHAEH
TH.map
WIRE DHCP TCP AES E | € bu—7—HEX 7 71 /L
TH.srec
T DA, HEVERRZ 7 A v
Seript S5D9.d a—a VERT 7 AV
Src Command.c a2 RAJRERDOY > T T 7 A )V
Commandh Command.c Fl~» % —7 7 A )L
tcp_cmd._thread_entry.c TCP Cmd Thread t> 7 /v 7 7 A )L
wire_dhcp_thred_entry.c DHCP client Thread > 7/v7 7 A /L
sce7_aes sce7_aes.c AES OEE 5« oAb T A v
sce7_aesh sce7_aesc I~y X —7 7 A )L
MP-S5D9-01 e2pc E2PROM £ = —/L
(V> Z748E) | e2ph e2pc i~y X —7 7 A v
led.c LED 4t = —/)b
ledh lede i~y & —7 7 AL
sic2.c U T IVIBEIBREY 2 —L
sci2.h sci2ec i~y X —7 7 A )L
stcharc SCTFSRABEE Y 2—)L
stcahrh stcharc HH~v % —7 7 A /L~
synergy_gen Generate 217 9 L{E SN D7 71V
Synergy Generate 179 E1ERSND 7 7 A /L
synergy cfg
Configuration.xml 7'vYx 7 b Generation 7 7 A /v
PIN-MP-S5D9- PIN configuration H~ 7 A /v
01.pincfg
WIRE_DHCP_TCP A | Jlink 7 /3N H—H~7 7 A /L
ES ETH,jlink
Z DA HEER T 71 v
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5—2. Yo7 Lo

<WIRE DHCP Thread >
1) DHCPIZ X% IPT RL ADHESA1F>
Term [Hj[&]
< 1> ["<tcp_thread waiting to get IP address>"|
< 2> ["<interface status check>"
MP EEMIC52E L7 EEPROM LD MAC T RLAFHA RTF7A NIy 895,
< 3> [<Start WIRE NetX DHCP>"’|
< 4> ["<Wait DHCP State Change>”|
< 5> ["<Start WIRE NetX DHCP>"|
< 6> ["<Wait DHCP BOUND>"] DJEKAFE L THEKRT 5,
<IP 7 FLREUSAENC L0 . MPE#H o> LED 4 % led blink thread ¢ 200msec %504

2) IP KU ARG HZ Tem [ 2R 5,

E COM1 - Tera Term VT
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<TCP Cmd Thread>
3) A—T =T A=V hFRLTCavr AN ZRFD,
« TCP Thread E£Eh#%. MP F:# D LED4 % 100msec (2 sk

4) o< RoOqiA
(1) 2 (~IFawrR) avr F-EOFRR

W COM1:115200baud - Tera Term VT
Ir{F) |EE EHES) IFO-J0) YEIW) ALTH)

.I.

mand] [input argy]

(2) sendip GBHENRIPT FLRDEKEESH)

<HRE>
- E(EHE (PCHER) DI PT RLAZBET 5,

<f5i>
xxx> sendip 192.168.21.9¢J

xx> sendip<
[send TP): 192.168.21.51

(3) sendpor t (HEIER— FNEFOREKESR)

<FB&RE>
- KB (PCHAID DOR— MES RIS D,

<f51]>

x> sendport 50000<J
xxx> sendport <J

[send port]: 50000

(4) send CCFHIDOHE)

<F&aE>
- KEE (PCHN) 12305354 2,

<pi>
xxx>send 12345678123456781234567812345678J
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(5) mode (FEE—RORELSR)
<HErE>
- R (PCHEAD (20T HNEHMET DO DR 5 E— REfRET 5,

(D<PLAIN> V-3 Tt
@<ECB>3(F%11% [AES-ECBE— ] CTHEL L THET 2,
@<CBC>35%1% TAES-CBCE— K] TH kL THET 5,

<f5i]>

x> mode PLAIN
xxx> mode ECB«J
xxx> mode CBC«J
xxx> mode<”

[Now mode]: ECB

(6) key (GLEEORTLSH)
<WB>
cHEAALT BT OOIEREE R ET D, (16 EHEE)

<f5i]>

I'key £ 128bit

x> key 11111111 22222222 33333333 44444444

I'key £ 196bit

xxx> key 11111111 22222222 33333333 44444444 55555555 66666666 <J

I key & 256bit

x> key 11111111 22222222 33333333 44444444 55555555 66666666 77777777 S8888883<
xxx> key<J)

[Now Keyl: 11111111 22222222 33333333 44444444

(7) iv (T ZEOFKEESH)
<+%%Ab
W5 - 551 (AES—CBC) £— RIEFOYHIRY 2 [EEHRTT 5, (16 HEHRT)

<>
xxx>1v 02013B01 1DF2D6C7 846F189E DB0AS254<]
xxx>ived [Now IV ]: 02013B01 1DF2D6C7 846F189E DB0AS’254

(8) 1eng (GuEfEEDORTELESMR)
<&;ﬁg“b>
HiEdE DR X (Key length 12819225604 7% E 3 5, (10 EHRE)

<pi|>

xxx>leng 128¢
xxx>leng 192¢J
sxcleng 2564
xxx>lengd[

[Now Key Length]: 128



(9) my ip (DHCPTHAGL7ZH I P7 RLADZMH)
<HERE>
- DHCP CHUS L7-H I P7 RL A% FRT D,

<>

xee>myip<d
[My IP): 192.168.21.9

(10) myport GERATCRERLEZR—NESORIR)
<HErE>
- HAUCBER LR — MBS EERT D,

<fi>
xxx>myport<
[My port]: 50001

%I—Uyﬁi‘%ﬁ
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6. [S5D9 e2std WIRE NetX 1] DU —27 AN—RAEFEET D,

6—1. T—7 A—RLDIEE

TALIM—ED—JAR—ALLTER
& studio [1. T-7AA-AFL I MIEEELT. BEBEL ERASNERELAY.

-8 (W): V| \p¥C_H28 Synergy¥Sample¥57G2_e2std_S5P2_3_0¥57G 2_eZstdLW\ RE_Met¥_1 ~ | FE(B)...

O zoERET AL LUERL. SRIERERTLENU) SWE 7 w7
» BEOT-TZR-ZR)

EE(L) Fooul

=R FALIM-0ER DU —7 Z_R— 24,
€ v [ sam > sDoest. . o | [S5D9 e2std WIRE NetX 1) %467
EE - FLWIANS- (]
S5D9_e2std_SSP2.3 0 - -~

.metadata 55D9 e2std_demo

EV-SYNERGY-5sDa 5509 _e2std_E2P

MP-S5D5-01 S5D9_e2std_LVD
SsDo_ezstd_RTC

5509 e2std_demo
S5D9_e2std_E2P
S5D9_e2std_LVD

5509 e2std 5CI
S5D9_e2std_sFLASH
55D9_e2std_sFRAM

5509 _e2std RTC S5Dg_e2std_USBX

5509 _e2std_SCI 55D9_ezstd_WiFi_NetX_1
S5D9_e2std_sFLASH $5D9_e2std_WiFi_NetX_2
§5D9_e2std_sFRAM 55D9_e2std_WiFi_NetX_3

5509 e2std WIRE_MNetX_1

55D9_evetd_USBX -
S5Dg_e2std_WiFi_NetX_1 eDeesstd WRENEX.2 | @) [T 4 VA DEIR] %20V v 7

v £

F)5/~: [ S5D9_ezstd_NMIFRAM T
I TAS-DER | Footl

TALIN—ET—IZ~—RELGER
& studio (3. T-7AN-AF(L I HEEALT. RESELEXRENERELET.

J=9A5=A(W): |N:¥U5rAp¥C,H28,Synergy¥SampIe¥S?GZ,EZStd,SSPZj,O!ESTG2,e25td,WIRE, v| | FHE(B)...

z0ERE7TALRLTEEL, @I 0SmesRLENU EE#hE 7Y vr
» BEOT-IAA-AR)

gLul(B] Foutl

6—2. AT bDA UR—k

Y El Y Te2studio_synergy Importpdf | @ 2IHZZIL T F VY,
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7. TNy iR

7T—1. TNy THERLDRE
Y El Y Te2studio_synergy Importpdf | 3 — 1 IHAZSHL TFIU,

7T—2. Ty T O
SRFAMEAEIY Te2studio_synergy Importpdf | 3 — 2THAZZM L TF XV,

<WIRE_DHCP_TCP T >

COM1I - Tera Term VT
BEE BES IVRO-MO) 242E2W) ALTH)

DHCP (IZ XV ES LT
IP7 KL-A

FRIN TR G55 port

et SED9[client 1>
SCE7 Crypto 17 A X Open

11
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7 — 3. Windows PClDT A 70 7'Z ACEEER (PLAN (CF30) £— 1K)
1) ITCP_IP_AES TEST| #jt#hd 2,

7177 LT [ ZHEA CD¥MCU V> 7 v7 1 75 L¥ PC Test)

£ =7 UL EVE S (7]
« v A4 ||« MCUH... » _PC Test v B O _PCTestDitE
MCUHYTINTOI5L 25 EHEOE
= [&] CDC_USB TEST.exe 2018/02/26 10:32
[ S7G2_e2std_SSP1.7_ A TCP_IP_AES_TEST.E::EI 2022/12/21 10:32
I 5762 e?std SSPZ.0 & TCP/V TEST.exe 2022/12/08 11:42
FY S7G2_ewarm_SSP1_5 &l AES_TEST.exe 2022/12/21 10:36
FFU =5y =k Al EST.exe 2022/12/08 16:26
N=FRIF9ZaF)l v >
SEQNES 1 EOESZER ee2ke | [TCPIP AES TESTexe) %) =

2) ITCP_IP_AES TEST| OF&MHH ZaxE LC Uk 6D T8 255D,

Setting
P‘C]P.ad|192.168.21.51 PC port |50000 i%fé?am.adhaz.ms.u.g |i§f§?ﬁport5mn1 |
/

1 PCHIOIPT FL-X
| BB

PC i port
[

ODHCP THuf L7z

QFHAAID

IPT7T RLA&EtEy b

Port F =54t v b

(BPlain E— FiER

| Cls

1TER

\| @z v

Moniter

44 Wait Conmect >>>|

/\

SRR T B

12



3) TR IDKTEE O & REE,

OPCHIDOIP T RLAZRET 5,
ex) sendip 192.168.21.51<J

Q@PCHIDR— "NEFERET D,
ex) sendport 50000<J

@ Tplain) CF30) E— FEHEET D,
ex) mode plain<

@IFHA T

W x—oman

= COMT1L115200baud - Tera Term VT
IEO-NAO)  47E20W) ALTIH)

4) THH e TPCY (senven) (l~FCT 2 R &4ET 5,
OF7 FA MUEIEET D, RO, Biia F4T)

ex) send 12345678

B COM1:115200baud - Tera Term VT

vERW AJLTH)

PClserver) ~D kLR

13
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5) ITCP_IP_AES TEST] fIDOEZAE 2R3 5,

Setting

PC IP.adr | 192, 168.21.51 PCport (50000 | J%{S7E IP.adr |192.168.21.9 J#{E5E port | 50001

[RxTime Ave(3)(9 -= us access(1) 1ms<{0)10ms-<{0)cnt]
[TxTime Ave(34)(34 -= 39)us access{1) Ims<{0)10ms<{0)cnt]

AES common key

AES Initial vector

A ek ds | 41

Moniter

m O by B H0ZET—4 |
<4 Wait Receive data[1] 203

-1 T)Receive plain_data from client

8137 33 34 35 36737 98 00 00 00 00 00 00 00 00 | 12345678
-(23%end plain_data to client

31 32 33 34 35 36 37 38 00 00 00 00 00 00 00 00 | 12345678........
Wait Receive datal2] —
@ TR R~DEET—4

[ Error #71<]

« ZAZHFOBEGIAL Merror!! Recv accept(lerror codel”)
- ZAEEH [ error!! recvfromO[error codel”

- EHRE Merror!! sendto()lerror code]”)

6) [TCP_IP_AES TEST| %Dk

Setting
PC IP.adr | 192.168,21,51 PCport (50000 | 3%{E5EIP.adr |192.168.21.9 3E{E5E port (50001

[RxTime Ave(d)(2 -= Jus access(1) ims<(0)10ms<{0)cnt]
[TxTime Ave(53)(63 -=> 63)us access(1) 1ms<{0)10ms<{0)cnt]

AES common key

AES Initial vector

1 v = || S
/

Moniter
et [ @ TMonitor) BifiICE(55 L 7 F7 Monitor] #7% 17
o Wait k

-{1JReceive plain_data from client
31 32 33 34 35 36 37 3% 00 00 00 00 00 00 00 00 | 123456748
-(2)%end plain_data to client
91 32 453 34 95 36 37 3200 00 00 00 00 00 00 00 | 12345674
<< Wait Receive data[2] »>>»

14
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7) TCP_IP-Port % (Yl 35,

Sett

ing
PC IP.adr|192. 168.21.51 PC port (50000 | 3#{S5E IP.adr|192.168.21.9 1E{E5E port | 50001

[RxTime Ave(I)(9 -= us access(1) 1ms<{0) 10ms<{0)cnt]
[TxTime Ave{d3)(63 -> 63)us access(1) 1ms<(0)10ms<(0)ont]

AES common key
AES Initial vector

#E 28 as || s
Maoniter
<05 Wait Conmect > A
HELELE, OV
<44 Wait RBeceive datal1] 3>

-{1JReceive plain_data from client
2132 23 34 35 236 37 32 00 00 00 00 00 00 00 00 | 12345678........

-(21%end plain_data to client
31 32 33 94 35 36 37 38 00 00 00 00 00 OO0 OO0 00 | 12348B78........

4% Wait Receive datal2] >0 —

15
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7 — 4. Windows PCllOF 2 k7 1 75 K CEifEikER (AES-ECBE— R)
1) [TCP_IP_AES TEST| #it#{ %,

7177 LT [ ZHEA CD¥MCU V> 7 v7 1 75 L¥ PC Test)

&  ET FAT-230 - (7]

]

« v A « MCUH.. » _PC Test v |0

he
=)
i
o
1A
o
Al
il

MCUHLTILTOASL ~ 25

4t
L
[T
g
I

-PC Test [&] CDC_USB_TEST.exe 2019/02/26 10:32
[ 57G2_e2std SSP1.7. |2 TCP_P_AES TESTexel  2022/12/2110:32
[ S7G2_e2std_SSP2_0. |&] TCP/V_TEST.exe 2022/12/08 11:42
[ S7G2_ewarm_SSP1_5 & U AES TESTexe  2022/12/2110:36
=3 =k - EST.exe 2022/12/08 16:26

N=F91F¥-aTFll v
SEVES 1E0ESEER e2k8 | [TCPIPAES TESTexe %2H) | [==

2) ITCP_IP_AES TEST) OFIHA ZaxE LC [k b0 8 2R,

PC IP.adr| 192, 168.21.51 PC port {50000 | JE{EHE IP.adr [192.168.21.9 | JE{S7E port [50001

PCHIDIPT KL% PC1® port | WDHCP THUS L7z | @Fpifo
EESESEN & E IP7 KL A&y b | PotFHEEE> b
AES common key 11111111 222232222 33333333 494444444 |

AES Initial vector

| P—

e Y|
Moniter \
@Key DR

K< Wait CoOset 233 ’T@ECB T FEIR
N\ 128/192/256

©®KeyLeng (2% L 7= il 2 3

o] s |

—

®7Y s

TR & DR AAFO

16




3) k) MIOKER O &

Wz ma
X
OPCHID IPT KL AZEFHET 5,

=Ju
ex) sendip 192.168.21.51<J

Q@PCHIDR— "NEFERET D,
ex) sendport 50000<J

® TECB) (AES'ECB) £=— F&fgET 5,
ex) mode ecb<

ex) leng 1284

@ [KeyLeng] %5ET 5, (128 /192 /256)
PC1{flo> ITCP_IP_AES_TEST| & [FIU Key &2 5,

® Mgt Z46ET D,

AT

—3

PC{filo> I'TCP_IP_AES TEST) & [AI5EOHEHAES common key)iZ 3%,
ex) key 11111111 22222222 33333333 444444441
@l—'—‘

COM1:115200baud - Tera Term VT

21 ERI W)

AJLTH)

17
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4) THEAHR) 25 TPC) (senver)fill~ ECBRF 57 ¥ A N 4(ET D,
OFFA NLEHMMET D, CREOLAIL. Bia 5T

ex) send 12345678

JRO-JHQ) 2 EwW) AJLTH)
PC(server) ~DHk LR

= COM1:115200baud - Tera Term VT

44444444

QAT LT B & BAE
(=>=a—F) LT PC
(Server) (ZikfE L7 —

DI T ER

BPC (server) WZIETH™ @WZE L7 PC /b0l
BETEEE (Fa—) THEEE (Fa—R) L
L7=#=% PC (server) T F—HDH T IR

HER M (=ra—R)
LIeT—2 % g LizZ v
e N

@ [(MPlain data] & [@Create decode data) 73FEIEED & 7 HKoROEE, FMlE PC 8
NEERE S (Fa—R) ThdHZEDEIRTRY £,

@ [(2Send encode data to server] & [(3)Receive encode_data from server(Abort with Ctrl-C))
WREEDZ L TFRROBE, FlilE PCRINESEARREAEE (o a—R) THhHZ LD

FEIRZ72 0 9,

18
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5) ITCP_IP_AES TEST] MIDEZ(E MR35,

Setting

PC]ZP‘.adr|192.168.21.51 |PCport 50000 i%f%?ﬁrp.adr|192.1as.z1.9 I#={E5E port| 50001

[RxTime Ave(11)(11 -> 11)us access(1) 1ms<{0)10ms<{0)cnt]
[TxTime Ave(57){57 -» 57)us access(1) 1ms<{0)10ms<{0)nt]

AES commaon key |1111111122222222 33333333 1944 |

AES Initial vector
5 Mip e vz v Ck | tmA
Maoniter
L mect 2% | e 7 () b U AR LI 57—
<5 Wait Receive datal1] >3

-(1iReceive encode_data from client——
#4 JB 2C 43 3F 98 CF DS C7 45 31 06 D1 A7 B0 8% | . {.C%.QUREL.L7-.

Create decode_data
33 34 35 36 37 30 00 00 00 00 00 00 00 00 | 12348678........

Ségg %client
&d VB 43 3 g C7 456 3105 [ &7 B0 88 | L {,CY.3YRE1.Lp-.
|<<< Wait\%eive datﬂﬁ\

1 AN

1 AN

@ T L SZE LR T — 2 % @EE (Ta—F) Lis—%% [PC

BHE FTa—Nk) LET—20F 7FR fICHES (mra—R) LT R Az
BELET—XDX TR

(D )Receive encode_data from client] & [(3)Send encode data to client] 23[EIEED X 7T
OYE. FAE PCAISFEE /2B SR (a3 —R) ThahH I LDOFEIRI/ 7,

@ T(QCreate decode data] & TH:#R] Al TeraTerm EiE D [(4)Create decode data] 73[EEED
KU TFRROYE, EE PCRISFEISELESAUE (Fa—R) ThdZEDFEIHIRY
7,

[ Error #7~]

« ZAZHFOHEGE Merror!! Reev accept(lerror code]”]
- A5, 7 error!! recvfromO[error codel”

< E(ERH Merror!! sendto(error code]”]

19
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6) [TCP_IP_AES TEST| Z Dotk

Setting
PC IP.adr|192.168.21,51 PC port (50000 |3%{E5E IP.adr|192.168.21.9 S5 port | 50001

[RxTime Ave(10)(10 -= 10)us access(1) 1ms<(0)10ms<{0)cnt]
[TxTime Ave(52)(69 -= 69)us access(1) 1ms<(0)10ms<(0)ont]

AES common key |11111111222222223333333344444444 |

AES Initial vector

C O EEE N ds | M

Monitor
te= ] 2 MMonitor) BIEIZRZ(E4 7 HoR MMonitor| #4125
<4 Wait mEreTvE mETETT]
-{1)Receive encode_data from client
&4 7B 2C 43 3F 93 CF DS C7 45 31 05 D1 A7 BO 85 | . {.CT.RY3E1.L7-.
-{21Create decode_data

3132 33 34 35 36 37 33 00 00 00 00 00 00 00 00 | 12345673
-{315end encode_data to client

&4 7B 20 43 3F 93 CF D8 C7 45 31 05 D1 A&7 BO 85 | .{.C7.2U3E1. he-.
<< Wait Receive datal2] »3»

7)

TCP_IP-Port = [HIr) 3%,

Setti

ing
PCIP.adr|192.1568.21,51 PCport (50000 |3#{E5E IP.adr| 192 168.21.9 3#={E5E port|50001

[RxTime Ave(10)(10 -> 10)us access(1) 1ms<(0)10ms<{0)cnt]
[TxTime Ave(52)(69 -= 69)us access(1) 1ms<(0)10ms<(0)ont]

AES common key |11111111222222223333333344444444 |

AES Initial vector

[3& o = = ]

Manitor

i e
<44 Wait Receive data[1] »»

-{1)Receive encode_data from client

&4 7B 20 43 3F 98 CF D8 C7 45 31 0% D1 A7 BO 856 | .{,C?.YRE1.L7-.
-{21Create decode_data

31 32 23 594 35 36 37 38 00 00 00 00 00 00 00 00 | 12345673
-{315end encode_data to client

&4 7B 2C 43 3F 98 CF D8 C7 45 31 05 D1 A7 BO 856 | . {,C?.2U3E1. Le-.

[{0F L% L.

Wait Recejwve data[E] s —
= AR
—
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W x—mtan

7 — 5. Windows PClloT A M7 v 7' A CEEMER (AES-CBC E— F)

1) [TCP_IP_AES TEST| #it#{ %,

7177 LT [ ZHEA CD¥MCU V> 7 v7 1 75 L¥ PC Test)

= FIUT-vav -l (7
« v A ||« MCUH. » _PC_Test v O O _PCTestiEE
MCUSYTILTOISL ~ & EHOE
= [&] CDC_USB TEST.exe 2019/02/26 10:32
[ 57G2e2std SSP17. || TCP_IP_AES TESTexel  2022/12/2110:32
I S7G2_e2std_SSP2_0. &) TCP/©_TEST.exe 2022/12/08 11:42
'Y 57G2_ewarm_SSP1.5 AU AES_TEST.exe 2022/12/21 10:36
=33 J—k Al EST.exe 2022/12/08 16:26
N—FRIFY¥ZaFll v >
SEDES 1 E0ESEER 663k8 | [TCPIPAES TESTexe) 2§ | [

2) [TCP_IP_AES TEST| O&IEH Z7%E

LT TR 60 M) 215,

PC IP.adr

192,168.21.51 PC part

o |

#{E5E IP.adr |192. 168.21.9 pt i portlED[JDl

PCHIDOIPT FL-A
EEUE

AES common key

e

PC {1l port

11111111 22222292 33333333 44444444 |

QHEpD
Port F 5zt v b

IPTRLAEEY I

‘ (ODHCP CH5 L7~

AES Initial vector |[12013Ei[]1 1DF2D6CT 340F 139E DBOAG 254 |

= N

Maonitor \

Cle LTk

P |

[ Wit Comogt 2> ]

— @Key EOIER

@7V 7

ERURID & DA

B)CBC E— F#EiR /

128/192/256

BKeyLeng |25t Uiz o2 5%
OV~ ZEIFEEREHEIC L R

21




3) k) MIOKER O &

=Lt
A Eo

OPCHIDOIPT KL AZHRET S,

), xr—o R
=J/u
ex) sendip 192.168.21.51<J

Q@PCHIDR— "NEFERET D,
ex) sendport 50000<J

® ICBCJ (AES-CBC) £=— F&faET 5.
ex) mode ched

ex) leng 1284

@ [KeyLeng] %5ET 5, (128 /192 /256)
PC1{flo> ITCP_IP_AES_TEST| & [FIU Key &2 5,

® Mgt Z46ET D,

PC{filo> I'TCP_IP_AES _TEST) & [AI5EOHEHAES common key)iZ 35,
ex) key 11111111 22222222 33333333 444444441
® P~ 7 2Mi] Z38ET 5,

PC{Aloo TCP_IP_AES TEST| & [REZO#HIR 7 #{EAES Initial vectoiZ 95,
ex) iv 02013B01 1DF2D6C7 846F189E DB0A’254<
@]

J74 J-(F)

W COM1:115200baud - Tera Term VT
-I- o

E|EE FTES JXRO-IMO)

D4 EI(W)

MLFH)

22



W r—omtan

4) THEAHR 25 TPC) (server)fill~ CBC W5 57 ¥ A M & H(ET 5.,
OFFA NLEHMMET D, CREFOLEIL. Bia5T)

ex) send 12345678

\

JrilliF) EE(E FES

IVRO-JHO) Y EaW) ALTH)

PClserver) ~DHEkt LR ~

WA LIz ndFeor

QA LT &k 54k
(=>=z2—F) LT PC
(Server) T3E(E L7=F—
HDH L TFoR

BPC (server) 73515 U~ @W=(Z L= PC 705 Dl -

%%I%@%(?3~F)\\li%@%(?ﬁ—F)Lt
L7=#FE% PC (server) T PR DR LT IR
BERSL (mra—F)

LT =2 aXE Ly
7 do

@ [(MPlain data] & [@Create decode_data] 23FIEEDH T FRrDEE, il PC
NREEE SR (Fa—R) THH I EDIFEIRY 9,

® [(29)Send encode_data to server] & [(3Receive encode_data from server(Abort with Ctrl-C) ]
MREED X T ForDGE, il PCAIMREE RS S (ma—R) THHZ ED

FEER D 9,

23
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5) ITCP_IP_AES TEST] MIDEZ(E MR35,

Setting

PCIP.adr|192.168.21.51  |PCport (50000 |F%{E%E IP.adr|192.165.21.8 | i%féi‘ﬁport

[FxTime Ave(11)(11 -> 11)us access(1) ims=<{0)10ms=(0)cnt]
[TxTime Ave(47)(47 -= 47)us access(1) ims<{0)10ms={0)cnt]

AES commen key |1111111122222222 33333333 4494944 |

AES Initial vector |EI 20136801 1DF2D&CT 846F 189E DBEOAZ254 |

% [MEzp |ec vz v Ck | tmHA

Maonitor
et 22 e v (1) IR 0 AR LIRE 57—

Wail Receiwe datall] >3
- 1)Receive encode_data from client——
40 0B 96 58 87 17 01 92 3D 9F 40 BB 73 3F 74 D3 | B..H....=.@%s02%
-(QJCreate decode _data
33 94 35 36 37 32 00 00 00 00 00 00 00 00 | 12345678, .......

] nd%tn client
i 92 30 9F 40 BB 73 3F 7A D3 | B..K....=.@¥s757

| AN

1 N\

@ T N SZE LR T — & % @EE (Ta—F) Lis—%% [PC

HE (Fa—FR) Lir—20X7FR fICHES (mra—R) LT R Az
BELET—XDX TR

@D T(1)Receive encode_data from client] & [(3)Send encode data to client] 723EEEDZ L 7R
DA, FfAl & PCAISESEZ2RE SR (o a—R) THhD I EOIFHHIRY £,

@ [(QCreate decode data) & [z Ml TeraTerm D> [(4)Create decode datal 73[FEIEED
KU TRROYE, HAil & PCAIFRIZERESAWEE (Fa—R) Thd I EDEIHIRY
iﬁ‘o

[ Error #71]

« ZAZHFOBEGIHL Merror!! Recv accept(lerror codel”
- ZAE 5, 7 error!! recvfromO[error codel”

< KERE Merror!! sendto()lerror code]”]
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6)

W x—oman

[TCP_IP_AES TEST| < Dftho#fE

Setting
PC IP.adr|192.1658.21,51 PC port |50000 |J%{E5E IP.adr |192.1658.21.9 I#{E5E port|50001

[RxTime Ave(8)(9 ->= 11)us access(3) 1ms<(0)10ms <(0)cnt]
[TxTime Ave(59){47 -= 72)us access(3) 1ms<(0)10ms<(0)cnt]

AES common key | 11111111 22222222 33333333 444444494 567590AE 67590ABC F330ABCD 390ABCDE |

AES Initial vector |EIZI:I 13801 1DF2D6CT 846F 139E DEOAS 254

|
mE  |FEoR |CBC v||256 v| 0 Cls Sy
Monitor

fseatt1t | 2 Monitor) BIfilCRZ(ES L 7 Hor 'Monitor] /7% 147
<44 Yait RecETYETETELT]
-{1)Receive encode_data from client
40 0B 96 5% 87 17 01 92 3D 9F 40 BB 73 3F 7A D8 | A..K....=.@fs72T
-(2)Create decode_data

31 32 33 34 35 36 37 385 00 00 00 00 00 00 00 0O | 12348678........
-(315end encode_data to client

40 0B 96 5% 87 17 01 92 3D 9F 40 BB 73 3F 7A D8 | @..K....=.@fs7=T
|<<< Wait Receive data[?] >

7)

TCP_IP-Port = [t 3%,

Setting
PC IP.adr|192.1658.21,51 PC port |50000 |J%{E5E IP.adr |192.1658.21.9 I#{E5E port|50001

[RxTime Ave(8)(9 ->= 11)us access(3) 1ms<(0)10ms <(0)cnt]
[TxTime Ave(59){47 -= 72)us access(3) 1ms<(0)10ms<(0)cnt]

AES common key | 11111111 22222222 33333333 444444494 567590AE 67590ABC F330ABCD 390ABCDE |

AES Initial vector |EIZI:I 13801 1DF2D6CT 846F 139E DEOAS 254 |

## |E28 |oc v ] Gk | LIHA
Monitor /

<44 Wait Connect >
EELELE. oYY
<< Wait Receive data[1] »x»

-{1)Receive encode_data from client

40 0B 96 5% 87 17 01 92 3D 9F 40 BB 73 3F 7A D8 | A..K....=.@fs72T

-(2)Create decode_data

31 32 33 34 35 36 37 385 00 00 00 00 00 00 00 0O | 12348678........

-(315end encode_data to client

40 0B 96 5% 87 17 01 92 3D 9F 40 BB 73 3F 7A D8 | @..K....=.@fs7=T
Wait Receive datal?] =3

YRR L & La?:o% B A feR

7T—6. TNy TDT
SRFAMEREIY Te2studio_synergy Importpdf | @ 3 — 3TEHAZSM L TF XU,
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8. HEFHE

c ASCEOFBHEL, =T B MEELET,

« ASCEZ W ColisE T —UEEIE LT,

- ASCEITFEH SN TV D NFICOW COERIRY R— M3z 5 Z En ik EtA,

c AEICE LT, VR YA =Ly b= 2E~ORWE S ERE O E T

c RLEONEIHEN, A LR, BESRA L TYH, B TiI—9oETIabRn Lo
ELET,

c ASLEONFIZBE LT, TEEHUTHERLE LA, TRERS, RO EOS03HD L
7o B8t F T THE < T2 S AN T,

c AUEONEIL. PERUERESNLZENHY 1,

9. PHIE

- e2studio |&, VAT A L7 hu =7 ARASHEOBGREEE, EIFRERA T,

» Renesas Synergy™$s & OV S3A7/S5DISTG2 1%, LV A L7 b= AR
*ﬁ%\ EJ ﬂipﬁlﬁtﬁn% T“ﬁ‘o

- ZOMOSA, BEAIE BFEOBERPHEE T IIRHE T,

10. =&k

- [SBA7 22— —RX~v=a2T7)V N—Ku=THH AV RA L7 hon=g 2SS
- [85D9 Z—HP—X~v==2T /L N— R TR JLXH A L ha =7 AR EH
- 8762 22—V —A~=aT)V N—FU=TH  AFPR L7 hn=7 ARS8
I SN S S P/ N = /P | = Ve i VN A -

. Te2studio —HF—RX~==27/L AFAHA K] NFP A L7 ha=7 ZRASH
- SSP vx.xx User's Manual | LFP A T LF ba=g A EH

« [X-Ware Component Documents for Renesas Synergy™ | /L% %A L7 ha =27 A4
- Z A

T 486-0852 oH0|
FEHIRAR BT FHissiT 6-9-20 =
U RSt &
https:/www.robin-w.com -
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